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3 Overview

The word ‘cloud’ was popularised in the early 2000s, with the launch of Amazon’s Elastic 
Compute Cloud. It has since entered the everyday parlance of businesses and IT departments alike. 
In today’s world, it’s impossible to have a conversation about business technology without cloud being 
included.

Cloud computing is undoubtedly one of the technology 
trends that will underpin businesses both now and 
in the future. But despite cloud’s seeming ubiquity, 
it is creating new challenges for many IT leaders. 
In October 2015, we commissioned research of 
CIOs (The IT Complexity Challenge) to examine 
the rapid pace of technological change and the 
complexities CIOs face.

This view is at odds with the way in which cloud is often positioned – as a means to simplify technology 
landscapes and improve businesses’ agility. Recognising the growing strategic importance of cloud to 
many organisations; we commissioned research of over 200 CIOs, to explore their views on cloud in 
depth. This research report examines the current state of cloud in business and the challenges CIOs 
face on their cloud journey.

One theme in particular emerged – ‘moving to cloud’ is often in reality easier said than done. A 
combination of dated licensing models not designed for cloud, a lack of compatibility of existing business 
applications, the intricacies of cloud integration, and the demand from business IT users for cloud 
services as simple as the ones they use at home, all pose questions for today’s CIO.

Ultimately, there is no one-size-fits-all model when 
it comes to making cloud work for your business, 
and individual businesses have very individual 
needs. The merits of public cloud, private 
cloud and hybrid models must all be carefully 
considered. Yet working with technology partners 
that can help guide businesses along the journey 
to cloud, CIOs can be empowered to drive their 
organisations forward.

*The research was undertaken by independent 
market research company, Vanson Bourne; the 
total sample size was 200 UK CIOs and senior IT 
decision makers from large enterprises with over 
1,000 employees.
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Traditional approaches to IT delivery, software licensing 
approaches and the integration tools and techniques we’ve 
built up over decades are not necessarily the right ones for 
the cloud anymore. So it’s important that IT departments take 
a fresh look at how they’re going to go about using cloud and 
don’t try and apply all of their old ways of doing things to it.

– James Butler
CTO, Trustmarque

“ ”

of CIOs stated that
cloud computing was 
the biggest contributor
to IT complexity66%
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4 Vendor hype and existing IT complexity 
leave CIOs in the dark over cloud
Many CIOs still struggle to understand what the cloud has to offer them and how to define it – often 
because of vendor hype and a lack of clarity around the solutions on offer. As a result of this confusion, a 
significant number (81%) of CIOs admitted they are finding it difficult to establish the cloud services most 
suitable for their business and how best to implement them.

With all the vendor hype and differing definitions of cloud 
services, are you finding it difficult to establish which cloud 

services are suitable for your business and if so, 
how best to implement them?
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Yes No

19%

81%
of CIOs are finding it difficult 
to establish which cloud 
services to choose and how 
best to implement them

With such an abundance of cloud services on 
offer – ranging from data storage and backup, 
email services, fully or part hosted platforms, 
collaboration services to managed support 
services – from the literally hundreds of 

cloud service providers in the market, it’s not 
surprising that CIOs are toiling to both identify the 
cloud services that meet their needs and how 
best to implement them.
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Is the complexity of your existing IT infrastructure and 
services a barrier to moving to the cloud?

Yes No

34%

66%
state that the complexity of 
their infrastructure is a barrier 
to moving to the cloud

Added to this confusion around selecting and implementing the right cloud service, the complexity 
of modern IT environments is compounding the problem. Two thirds (66%) of CIOs believe that the 
complexity of their existing IT infrastructure and services is a barrier to moving to the cloud.

Moving to the cloud isn’t always straightforward, 
and is not the simple jump many vendors market 
it as. The transition from an internet-enabled 
business to a digital business running in the 
cloud represents a huge jump for the majority 

of IT departments, whose existing infrastructure 
is designed for ‘business as usual’ operations. 
CIOs need a clear, step-by-step cloud strategy to 
simplify the process.
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6 Interdependencies and lack of specialist 
skills create a barrier to the cloud
Due to the fact the modern IT infrastructures are made up of so many moving parts, there are numerous 
interdependencies between different areas. The question of how a migration to cloud will affect these 
interdependencies is troubling CIOs. Almost three quarters (74%) of CIOs see the interdependencies 
between different parts of their IT environment as a barrier towards moving certain IT services to the 
cloud.

Do you see the interdependencies between 
parts of your IT environment as a barrier towards 

moving certain IT services to the cloud?

Yes No

26%

74%
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of CIOs say IT 
interdependencies are a 
barrier to cloud adoption 

This highlights that for many organisations, 
the first step they need to take is to audit their 
infrastructure and get a clear view of how different 

IT services interact with one another. 
From here, CIOs can make decisions about how 
to rationalise IT and where cloud can play a role.
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Do you think integrating different 
cloud services is a challenge?

Given the multitude of choice and the difficulty 
of integrating services, an incremental approach 
to cloud can often be a controlled, manageable 
method of adoption. By assessing the functions that 
can be moved to the cloud with the least disruption, 
CIOs can identify the ‘quick cloud wins’, and clearly 
demonstrate the business value needed to justify 

more complicated moves until the impact has been 
properly ascertained. This hybrid principle, where 
some services remain on-premise and some are 
moved to either public or private cloud, can be 
a way of delivering the benefits of cloud to the 
business rapidly, with reduced risk.
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Yes No

22%

78%

Integrating cloud services is a multifaceted task; harmonising a mixture of public cloud, private cloud 
and SaaS so they run seamlessly requires IT departments to work with a host of different Application 
Programme Interfaces (APIs) and tools, all of which require specialist skills and knowledge. It is perhaps 
unsurprising then, that more than three quarters of CIOs (78%) state that integrating different cloud 
services is a challenge.
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However, before any service or application is moved to the cloud, it must be assessed to see how it will 
perform in a new environment – this is because many of the current applications used by businesses 
have not been built with cloud in mind. These applications are not designed to be delivered from a cloud 
infrastructure or as a cloud service, therefore require re-architecting if they are to be delivered as either 
a public or private cloud service, or through a hybrid model. When asked, more than two thirds (68%) of 
CIOs stated that modernising or re-architecting certain applications will slow their journey to cloud.

Do you see modernising or re-architecting certain 
applications slowing your journey to cloud?
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68%

32%

Yes No



To make these applications run smoothly in the cloud requires them to be re-architected so they are 
‘fit for cloud’ in the speed the business wants. To carry out such re-architecting and modernising of the 
application environment, specific skills are needed. The survey found the majority (70%) of CIOs are 
confident they have the skills in place to carry out these projects. But there can often be an issue of 
balance for CIOs, as IT departments are focused on maintaining ‘business as usual’ operations. 
As a result, they lack bandwidth and are unable to devote the resources required to support 
innovative cloud projects.

Many CIOs and IT departments 
spend a considerable amount 
of time on ‘utility’ work, which is 
extremely important, but doesn’t 
drive transformation. CIOs 
cannot, as a result, devote the 
resources and time needed for a 
successful cloud migration.  

To ensure, therefore, they have 
access to the skills they need 
at the right time, CIOs may 
find it beneficial to work with a 
partner who is able to provide 
a flexible supply of people with 
the required skills for whatever 
length of time they are needed. 

This frees existing staff to work on 
cloud projects, ensuring they run 
smoothly and that any move to 
cloud is effective, successful and 
delivers real value. 
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Do you feel your organisation has sufficient skills 
in-house to modernise your application enviroment, so it is 

‘fit for cloud’ in the speed the business wants?

70%

30%

Yes No
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Cloud has seemingly made it even more difficult 
for businesses to ensure they are complying with 
complex data protection legislation. Furthermore, 
thanks to applications such as Google Docs, 
Dropbox and Salesforce, for example, it’s all too 
easy for organisations to inadvertently break 
in-country data protection laws. Businesses need 
to be able to understand where their data resides 
or they risk falling foul of the law.  
 
These issues have become even more pressing 
in light of the recent changes to Safe Harbour 

legislation. Safe Harbour is a policy agreement 
established between the United States Department 
of Commerce and the European Union in November 
2000, that regulates the way U.S. companies’ export 
and handle the personal data of European citizens. 
In October 2015, the European Court of Justice 
struck down this 15-year old legislation, halting 
the free-flow of data between organisations. Given 
that these tightened data privacy regulations carry 
potentially dire consequences for businesses that 
can’t quickly adapt, the ramifications for businesses 
that don’t know where their data is, are serious. 
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Personal cloud services and governance 
issues further muddy the water
Cloud computing is widely known as having the potential to leave businesses vulnerable when it comes 
to governance, regulatory and compliance issues – without a robust cloud policy, businesses are 
creating problems for themselves in the future. As such, it’s not surprising that almost three quarters 
(73%) of CIOs believe that cloud services are making data governance more complicated.

Do you think cloud services are making
 data governance more complicated?

73%

Yes No

27%

of CIOs say cloud services 
are making data governance 
more complicated
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Personal cloud services that are not built to be enterprise-grade, and therefore compromise security and 
compliance, are adding further to the problem. The modern employee expects the IT they use in their job to 
replicate the same flexibility they enjoy from consumer technology – which ultimately means using cloud.  
 
The outcome of this desire is that many employees use personal cloud and file transfer services (for 
example, Dropbox, Google Docs) to remain productive; yet such services also pose potential information 
security threats to organisations as data can be shared outside corporate firewalls. Over three quarters (79%) 
of CIOs are therefore finding it a challenge to balance the needs of employees with possible vulnerabilities. 

Do you find it a challenge balancing the productivity needs of 
employees against potential security threats, when it comes to authorising 

the use of personal cloud and file sharing applications?

79%

Yes No

21%

The rapid adoption of cloud services and the proliferation of applications for storing and sharing data 
means that cloud can escape the control of the IT department. Thus, CIOs are presented with a huge 
management task, how do they know what data is being stored or shared, where it is, or for how long 
it’s been there? 
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12 Licensing and payment complexity is 
delaying cloud adoption
When it comes to paying for cloud, the choice on offer can actually be a complicating factor. The number 
of ways that organisations can procure cloud has multiplied; with models including pay-per-user, pay per 
month, pay-as-you-go, through to monthly and annual subscriptions. It’s critical that CIOs opt for the right 
payment model to ensure that they get the benefits of cloud services while delivering value for money.   
 
Over three quarters (76%) of CIOs stated that the number of ways they can pay for cloud makes 
selecting the right cloud service a difficult decision. 

In addition to paying for cloud, 
licensing is also presenting a real 
challenge to businesses. Software 
licensing is renowned as an area 
that is fraught with complexity, as 
such, businesses need to ensure 
they are remaining compliant, 
while also optimising their 
license usage.  

Most organisations have a 
number of different software 
licence agreements in place, 
all of which have different 
usage restrictions. With these 
agreements varying in length and 
being renewed at different times, 
it can therefore be difficult for 
CIOs considering 

cloud to easily move to a new IT 
delivery model and ensure they 
are licensed sufficiently. 
The research found that a 
significant 81% of CIOs believe 
that existing software licensing 
agreements will delay them 
moving certain services to the 
cloud to some degree. 
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Yes No

24%

76%

Do you think the sheer number of different ways 
organisations can pay for cloud makes selecting the 

right cloud solution more complicated?

of CIOs say licensing 
complexity is delaying their 
move to the cloud
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Migration to cloud will require 
CIOs to implement policies and 
procedures that support both new 
and existing software assets. 
Robust licence management is 
needed to ensure that licensing 
spend and usage is optimised. 
Employing a strategy that takes 
a long-term approach to asset 
management will safeguard 

businesses both now and in the 
future, and help to mitigate the risk 
of non-compliance.  
 
Furthermore, the fact that much 
cloud use can fall outside of IT’s 
control and into the ‘shadow IT’ 
world means CIOs may be over 
or underpaying for their cloud 
services, without being able to 

identify where the cloud use 
is occurring. Businesses must 
explore solutions that enable 
real-time discovery of cloud usage; 
not only will this help gain clear 
visibility of how cloud is being used 
across the business and ensure 
appropriate payment agreements 
are in place, but will also identify 
areas of software licensing risk.
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13 Do you see existing software licensing agreements delaying 
you moving certain services to the cloud?

Yes No

19%

81%
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14 Summary: Simplifying cloud will 
drive transformation
Our research reveals that many CIOs struggle to understand the differences between the many cloud 
options, what these offer them and how to choose. Balancing the needs of the business with the need to 
retain control of how cloud is implemented presents a real conundrum to CIOs.  
 
There is no doubt that cloud delivers unmatched business benefits in terms of usability, choice and 
agility. At the same time it requires wholly new skills and capabilities, and a complete IT transformation 
to maximise the value that businesses can gain from it – cloud can cause considerable disruption if left 
unchecked.  
 
The transition to cloud represents a real challenge for IT departments, while traditional models of 
licensing integration and support are not designed for how businesses operate today.  Additionally, most 
organisations have a skills and capability gap that they need to bridge in order to meet the demands now 
and in the future of their businesses. 
 
Working with the right end-to-end IT services provider that brings expertise in cloud is key to 
understanding and removing the complex issues that can accompany cloud computing. With the 
knowledge of cloud that a partner brings, CIOs can gain a clear view of how cloud will deliver business 
value, as opposed to only IT efficiencies. 
 
By simplifying cloud, CIOs can drive business transformation and minimise disruption, while building an 
infrastructure that addresses the bimodal challenge of legacy modernisation in parallel with increased 
innovation. However, it’s a huge challenge for CIOs to simplify this complex world on their own. CIOs need 
the help of trusted advisors and service providers who can help them deliver successfully in this new world. 
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About Trustmarque

Trustmarque is a leading provider of end-to-end IT services to the UK public and private sectors; 
including cloud, professional and managed services, and software solutions.
 
At Trustmarque we give honest, simple and independent advice that helps customers navigate an 
increasingly complex world of IT. We simplify business, through a flexible and cost-effective approach 
that empowers organisations and their people.
 
With over 25 years’ experience at the heart of the rapidly evolving IT market, Trustmarque has 
established a position as a leading technology provider to private sector, UK government and 
healthcare organisations.

• Microsoft Gold Cloud Platform Partner
• No.1 Public Sector Cloud Partner
• Microsoft Cloud Solution Provider Program (CSP) Partner
• Microsoft Cloud OS Network (COSN) Partner

www.trustmarque.com
info@trustmarque.com
0845 2101 500
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