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The General Data Protection Regulation (GDPR) will impact every
entity that holds or uses personal information pertaining to EU
residents regardless of whether this information is hosted within or
outside of the EU.
The new Regulation will introduce widespread changes to current law
and will greatly increase financial sanctions for non-compliance (up to
4% of annual worldwide turnover for groups of companies).
The Regulation shall be enforced from 25th May 2018 and
organisations are required to implement all the necessary changes
to systems and operations to meet the new compliance rules. With a
greater emphasis on accountability for the processing and protection
of data and how organisations demonstrate their compliance, the
GDPR should not solely be viewed as an information security issue
but a fundamental business and governance challenge.

Businesses are seriously
under-prepared
Adherence to the GDPR is not optional and shall be adopted,
verbatim by each EU country; there shall be no country specific
interpretations.
According to a recent survey of senior business leaders, 1 in 5
large UK business are completely in the dark when it comes to
the application of the GDPR in their organisation*. But despite its
regulatory impact the GDPR should also be viewed by all businesses
as a benchmark of quality.
In a competitive market place where customer loyalty and retention
is key, organisations that demonstrate compliance with the GDPR
are more likely to maintain the trust, respect and loyalty of their
customers.

Businesses are
under-prepared
for GDPR

25th May 2018
is the deadline
to meet new
compliance rules

71%
of businesses are
unaware of the fines
under the GDPR

1 in 3
UK businesses feel that
the GDPR will have
no impact on them

59%
of businesses don’t
understand what they
need to do to comply
with the GDPR

72% of
organisations say
data quality issues
have affected
customer trust and
perception.
Research by Experian - 2017

* Citrix survey of 500 Decision Makers - August 2017
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Preparing your organisation for
the GDPR
Our GDPR Compliance Readiness service is designed to ensure that any organisation which collects personal
information does so in a manner which protects the individual whose information is collected, and furthermore
limits the likelihood of a significant fine being levied due to a noncompliance with the requirements of the
Regulation.
To help your business prepare for compliance our service approach incorporates:

Discovery

Analysis

Report

We will form an authoritative
view on the quantity and type
of personal data created,
processed and transmitted by
your organisation. We will also
map where personal information
assets are stored and the business
processes which result in the
collection of such assets.

Following the collation of a full
view on the types, quantity
and location(s) of personal
information, we will determine
the extent to which your current
business processes, controls and
documentation aligns with the
requirements of the GDPR.

Following our analysis we develop
a comprehensive report which
clearly articulates the findings
of the review. This will include
the activities which should be
undertaken by your organisation
to decrease the likelihood of a fine
being levied due to non-compliance
with the Regulation.

Board Engagement: GDPR – it’s a business issue
Gaining the support from senior management is fundamental to the successful transition from compliance with
the Data Protection Act (DPA) to the GDPR. As changes may be required across your organisation’s technology,
procedures and personnel – our service is predicated on achieving senior sponsorship to drive any identified
changes required.
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GDPR Compliance Readiness
Our GDPR Compliance Readiness service is built on three vital steps, which every organisation needs to take now
to get ready for the GDPR:

STAGE 1

STAGE 2

STAGE 3

Audit &
Governance

Business Risk &
Assessment

Compliance
Framework

To benchmark your current
position against the requirements
of the GDPR, our experts will
undertake a thorough analysis
of the personal information
assets and business processes
which result in the collection and
processing thereof, to provide
a full and authoritative view of
your current alignment to the
requirements of the GDPR.

We will carry out a data mapping
audit and gap analysis of your
organisation against the requirements
of the GDPR. We will review your
personal information storage and
management processes in alignment
with the requirements of the GDPR,
to determine any present risks which
may affect your organisations ability
to comply with the Regulation.
Our robust information security
framework comprises a thorough
Data Protection Impact Assessment
(DPIA). The analysis will be
undertaken with key members across
your business including in; IT, Data
Protection, Information Security, HR,
Marketing and Board level roles. The
outcome – a report highlighting the
activities you will need to undertake
to limit the likelihood of a significant
fine being levied.

Using the findings and
recommendations from the audits
and assessments in stages 1 and
2, our service provides you with a
strategy to ensure actions required
to ensure alignment with the
requirements of the GDPR persist
within your business, including:
• Staff Data Protection training
• Proactive and continuous
review and updating of
security policies and
standards
• Process review and
improvements

Education & Awareness
Education & Awareness
The GDPR is an organisation wide challenge and will impact functions across your business, some of which
include customer facing engagements, marketing, advertising and digital transactions. Education and Awareness
underpins the GDPR Compliance Readiness service delivered across your organisation. We aim to prepare your
teams for the GDPR including through the identification and development of roles and responsibilities. We will
also work with you in the development of appropriate policies, standards and procedures to support the ongoing
alignment to the requirements of the Regulation.
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10 Key Questions to
ask as you prepare
for the GDPR
Answering these questions will help you identify the steps you need
to take to get ready for the GDPR.
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

Do you know what data you have?
Do you know where your data is?
Do you know who has access to your data?
Do you know how your data is processed?
Do you know how data breaches or incidents are managed
within your business?
Do you deploy privacy by design techniques?
Are you marketing or profiling EU residents?
Do you move personal data outside the EU?
Do you rely heavily on obtaining consent?
Does your organisation know and effectively manage who is
controlling or processing personally identifiable information
(PII)?
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Why choose
Trustmarque
Services
We understand that no two
organisations are the same and that
over time business priorities change,
which is why regular reviews of the
continued alignment of the Regulation
are recommended.
•

•

Our specialist team has extensive
experience of Data Protection
and Information Security
Management project delivery –
Industry and UK wide
Our GDPR services are delivered
by certified security professionals

About Trustmarque
Trustmarque (part of Capita PLC), is a leading provider of end-to-end IT services to the UK public and private
sectors; including cloud, professional and managed services, and software solutions. At Trustmarque we give
honest, simple and independent advice that helps customers navigate an increasingly complex world of IT.
We simplify business, through a flexible and cost-effective approach that empowers organisations and their
people. With almost 30 years’ experience at the heart of the rapidly evolving IT market, Trustmarque has
established a position as a leading technology provider to high profile clients from the private sector, UK
government and healthcare organisations.
www.trustmarque.com
GDPR@trustmarque.com

