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Overview
In 2017, cloud computing is set to extend its reach into enterprise even further. Recent research from
Gartner has found that by 2020, a ‘no-cloud’ policy will be as rare as the ‘no-internet’ policy is today.
Indeed, a completely ‘cloud-first’ approach is becoming increasingly common in the business world,
with research of global organisations (Northridge, Future of Cloud Computing, 2016) finding that 42% of
businesses are adopting such a strategy.
Typically, cloud is positioned as being the simple option for
organisations, and as a route to a rapid return on investment.
Yet, adoption is not always as straightforward as portrayed. In
2016, Trustmarque conducted research of 200 UK CIOs
(The CIO Cloud Conundrum); it found that despite the ubiquity
of cloud, a significant number (81%) of CIOs are struggling to
identify and implement the cloud services most suitable for
their organisation. This year, Trustmarque has again
conducted research among CIOs, examining whether the
understanding of cloud and its benefits has changed, and
what barriers to cloud adoption CIOs are experiencing.*

42%
of businesses

globally are adopting a
cloud-first strategy.

The following report examines the challenges CIOs face
on their cloud journey. The key conclusion that once again
emerged from the research, is that in reality, ‘moving to cloud’
can often be easier said than done. From struggling to choose a cloud product or service; to restructuring
existing IT budgeting; to dated licensing models not designed for cloud; to the changing skillsets that
are required – the CIO is posed with a number of questions. Ultimately, each organisation has individual
requirements, and there is no one-size-fits-all model to answer these questions. As such, working with a
technology partner that can help guide organisations to overcome barriers is one way to smooth the path
to cloud adoption and empower CIOs to drive their organisations forward.
*The research was undertaken by independent market research company, Vanson Bourne; the total
sample size was 200 UK CIOs and senior IT decision makers from large enterprises with over 1,000
employees.
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CIOs still struggling to establish the
most suitable cloud services for their
organisation
Understanding what cloud has to offer their organisation is a struggle for many CIOs. Today, there is a
seemingly huge choice of cloud services or products on offer to businesses, for every imaginable niche.
It is little surprise then, that the research found over three quarters (77%) of CIOs are finding it difficult to
establish which cloud services are suitable for their business, and how to implement them.

Are you finding it difficult to establish which cloud services are
suitable for your business and if so, how best to implement them?

77%
find difficulty in
establishing which
cloud services
are best for their
business and how
best to implement
them.

23%

Yes

No

In 2016, when we asked CIOs this same question, 81% admitted the lack of clarity means choosing
cloud services is difficult. So while there is a slight improvement in 2017, there is still a significant
percentage of CIOs struggling to establish the right cloud solution for their organisation.
The modern cloud market is awash with cloud offerings from technology vendors and service providers
– ranging from data storage and backup, email services, fully or part hosted platforms, collaboration
services, to managed support services. At the same time, many CIOs are finding that cloud is not
delivering what it promised.
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Do you think that cloud solutions deliver
on promised benefits?
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50%
34%
16%

Fully deliver on the
promised benefit

Partly deliver on the
promised benefit

Barely or do not deliver on
the promised benefit

When it comes to delivering on the promise of cloud, views are mixed. Overall, half (50%) of CIOs
believe cloud is only partly delivering on the promised benefits, and just under a fifth (16%) think cloud
‘barely’, or does not deliver at all, the promised benefits. 34% of CIOs believe cloud is fully delivering on
the promised benefits.

Industry Breakdown Do you think that cloud solutions deliver
on promised benefits?
60%
46%

42%
32%

30%

50%
42%

32%

8%
12%

Fully deliver on the
promised benefit
Public sector

Partly deliver on the
promised benefit
Financial sector

When looking more closely at these results, this
figure was even more pronounced in the retail
sector specifically, where over a quarter of CIOs
(28%) felt that cloud was only barely delivering, or
not delivering benefits at all. What these figures
show is that across the board, adopting cloud
services and realising the benefits that cloud can
deliver, is not as straightforward for many CIOs.
Further, the results underline the fact there is still
much work for cloud vendors to do when it

18%
28%

Barely or do not deliver on the
promised benefit

Retail sector

Other sectors

comes to making clear what the potential
benefits of their solution are. Many organisations
choose to work with IT professional services
businesses in order to build such a strategy
for transformation. A dedicated IT professional
services team brings specialist knowledge and
expertise that can support organisations at all
levels of cloud maturity to become cloud-first, at a
pace that suits them and ensuring that any projects
deliver tangible benefits.
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Too much choice over how to pay for cloud
complicates adoption
In an era of constrained IT budgets – in both the public and private sectors – ensuring that cloud
represents good value for money is top of the CIOs agenda. It is critical, therefore, that CIOs opt for the
right payment model to ensure return on their investment. However, just as the choice of cloud services
and products is daunting, so is the choice of how to pay for cloud. The number of ways an organisation
can procure cloud has grown exponentially; with models including pay-per-user, pay per month,
pay-as-you-go, through to monthly and annual subscriptions.

Do you think the sheer number of different ways
organisations can pay for cloud makes selecting the
right cloud solution more complicated?

72%

agree different ways of
paying for cloud makes
selecting the right
solution complicated.

28%

No

As such, it is not surprising almost three quarters
(72%) of CIOs believe the sheer number of
different ways that organisations can pay for cloud
makes selecting the right cloud solution either very
complicated, or more complicated than it should
be. This finding is only a marginal improvement
on the same question in 2016 (76%), emphasising
the fact that how to pay for cloud is still seen as a
complexity for CIOs and is a potential barrier to its
adoption.

Yes

Planning long-term for cloud within IT budgets
that are typically allocated on a capex basis is
another pitfall. Many organisations have a fixed
multi-year budget cycle, meaning IT investments in
infrastructure, platforms and applications are often
accounted for as capital expenditure. When asked,
more than one in two CIOs (55%) stated that
dated capex budgeting models have made it more
difficult, or slowed down the speed at which they
can adopt subscription-based cloud services.
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Have dated capex budgeting models made it more
difficult or slowed down the speed at which you can
adopt subscription-based cloud services?

7

55%

45%
55%

No

feel dated CAPEX
models slow the speed
at which organisations can
adopt subscription based
cloud services.

Yes

This was particularly noticeable in the financial services sector, where almost three quarters (72%) of
CIOs admitted that they were finding capex budgeting models a barrier to cloud adoption. The financial
services sector is typically seen as lagging behind other industries when it comes to adopting new
technologies, and this markedly above average finding echoes that perception.

Industry Breakdown Have dated capex budgeting models made it more difficult
or slowed down the speed at which you can adopt
subscription-based cloud services?
72%
54%

48%

44%

56%

52%

46%
28%

Yes
Public sector

No
Financial sector

Retail sector

Other sectors

Cloud might today be seen as ‘standard’ for many businesses, but the research shows that CIOs are
still struggling to manage cloud budgets and that this is slowing adoption. Every journey to the cloud
is different; this means the way it is payed for will similarly differ based on the business’ needs. The
‘on-demand’ nature of cloud, and the fact it is often procured by other lines of business outside of IT’s
oversight, means unmanaged cloud can play havoc with long-term financial plans. CIOs must ensure
they retain full visibility and control over their IT estate, to minimise the unplanned spend that poorly
managed cloud infrastructure and services can often result in.
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To overcome this challenge, Trustmarque recently launched Cloud-ESP – an online portal for the
procurement and management of a range of cloud services. Designed for the era of cloud computing
and digital transformation, Cloud-ESP gives users the ability to easily sign up to a range of cloud
services, providing them with full visibility into consumption and spend instantly via the portal’s
dashboards. At a time when cloud pricing is becoming more complicated, Cloud-ESP is a critical building
block that simplifies cloud journeys, giving organisations an easy way to ensure they have the right cloud
controls in place.

Existing licensing remains a
barrier to cloud
Alongside how to pay for cloud, the complexity and lack of flexibility of existing software licenses is
a concern for CIOs. Software licensing has long been renowned as an area fraught with complexity.
The challenge in an era of cloud computing is for organisations to ensure they remain compliant with
licensing regulations, while ensuring they optimise their license usage. This issue is found to be yet
another barrier to the adoption of cloud services. Overall, a significant 87% of CIOs believe existing
software licensing agreements will delay them moving certain services to the cloud to some degree.

Do you see existing software licensing agreements delaying
you moving certain applications to the cloud?
No
13%
Yes

87%
Worryingly, this finding is actually worse when compared to 2015, when this figure was 80%. This could
be in part because more organisations are using or considering using cloud today, but is yet further
evidence of the complexities of software licensing and why it is a barrier to cloud adoption. Clearly,
software and cloud vendors have much work to do in order to help organisations understand how cloud
affects software licensing, if they want CIOs to adopt their solution.
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It is not just the complexity of software licensing that is proving difficult to overcome, but its inherent
inflexibility too. Indeed, many licensing terms in common use are more suited to a different era when
budgets were bigger and the vast majority of deployments were on-premise – but as organisations’
IT needs change, licensing needs to change too. As a result, just under two thirds of CIOs state the
inflexibility of fixed-term and fixed user/usage on-premise licensing agreements is hindering the speed at
which they have been able to move applications to the cloud.
Adopting cloud will require CIOs to apply policies that support both new and existing software assets.
This is difficult because most organisations have a number of different software licences in place, all
of which have different usage restrictions, vary in length and are renewed at different times. For CIOs
considering cloud, it can therefore be problematic to ensure they are licensed sufficiently.
To simplify the move to cloud and ensure that software investments continue to deliver value,
a robust Software Asset Management (SAM) strategy is needed. This can include implementing
policies and procedures to support new and existing software assets; along with extensive licence
management control to optimise spend and usage, mitigate software risks, and ensure compliance
across the organisation				

Has the inflexibility of fixed-term and fixed user/usage
on-premise licensing agreements hindered the speed you
have been able to move applications to the cloud?

59%

agree the inflexibility
of fixed term on-prem
licensing agreements
has hindered speed
at which organisations
have been able to move
apps to the cloud.

41%

Yes

No
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Cloud disrupts IT departments
and demands new skills
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The era of cloud computing is affecting organisations in a number of ways – disrupting IT delivery and
even changing the fundamental role of the IT department. Indeed, more than a third (37%) of CIOs
stated that cloud has resulted in the restructuring of their current IT operations.

Has cloud resulted in the restructuring of your IT operations?
No

23%

No, but restructuring is
likely in the future

40%

Yes

37%

Likewise, a further 40% of CIOs believe that restructuring of IT operations is likely in the future. In the
public sector, this finding was slightly above average, with just under half (48%) of CIOs in that sector
anticipating future disruption and restructuring, as a result of cloud.

Industry Breakdown Has cloud resulted in the restructuring of your IT operations?
36%

44%

48%

48%
36%

30%

32%

34%
24%

30%
22%

16%

Yes
Public sector

No, but restructuring
is likely in the future
Financial sector

Cloud has also subjected IT departments to
new requirements and tasks they may have little
experience of, such as integrating cloud services
from a mixture of public and private environments,
so that they run seamlessly. At the same time, IT
teams often have to re-architect applications to

Retail sector

No
Other sectors

be delivered as either a public or private cloud
service, or through a hybrid model, because many
legacy applications used by businesses have not
been built with cloud in mind. These needs mean
that the IT skills that organisations require today
are changing rapidly as cloud grows its influence.
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With the emergence of cloud computing, do you agree the IT
skills that organisations need have changed over five years?

65%

of CIOs think cloud
has changed IT
skills required.

35%
Yes

No

Indeed, over two thirds (65%) of CIOs believe the emergence of cloud computing has meant that the IT
skills organisations need have changed over the last five years. To combat this, CIOs are increasingly
working with specialist partners to provide a flexible supply of people with the required skills. This frees
existing staff to work on cloud projects, ensuring any implementation is effective, successful and delivers
value.
Cloud is undoubtedly one of the most significant technology trends to impact organisations in recent
years. As adoption continues to rise, more CIOs will feel the need for different skills, and will see their IT
departments take on a different role – that of a broker of services, not just a builder of systems. Despite,
or in fact because of this shift, it is important that CIOs ensure the control of cloud services remains
in their hands, and that the procurement and management of cloud is overseen by them. Failure to
minimise the disruption that cloud can result in, will result in future issues around cloud consumption and
unplanned spend.

The CIO in 2017

Conclusion
Our research reveals that as the adoption of cloud computing continues to rise, the number of potential
barriers to cloud that organisations face rises at the same time. From overwhelming choice, to traditional
budgeting models and existing licensing agreements not designed for the era of cloud computing, to
an increasing need for new skills. Transitioning to the cloud, or indeed working to become a cloud-first
business, can be a considerable challenge for many organisations. However, by overcoming these barriers,
CIOs can simplify the journey to cloud adoption and reap the benefits that cloud can deliver.
It has taken a short period of time for cloud to become such a disruptive force, and it is likely that this trend
will continue into the next five years. Cloud computing is an exciting trend, and one which holds much
promise for organisations – offering choice, flexibility and agility, that is unmatched by legacy technology.
The CIO of 2017 must be capable of embracing cloud while minimising disruption, by succeeding in
overcoming the existing barriers to cloud adoption.
CIOs can achieve this by working with an expert end-to-end IT services provider. A knowledgeable partner
can simplify cloud, and remove the barriers that complex licensing and budgeting scenarios present.
Engaging with a partner is key to demystifying cloud, and understanding how it can deliver genuine value
to an organisation in a controlled and manageable manner.
Cloud is the future, and Trustmarque can help CIOs deliver in the cloud-first world.
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About Trustmarque
Trustmarque (part of Capita PLC), is a leading provider of end-to-end IT services to the UK public
and private sectors; including cloud, professional and managed services, and software solutions.
At Trustmarque we give honest, simple and independent advice that helps customers navigate an
increasingly complex world of IT.
We simplify business, through a flexible and cost-effective approach that empowers organisations and
their people. With 30 years’ experience at the heart of the rapidly evolving IT market, Trustmarque has
established a position as a leading technology provider to high profile clients from the private sector, UK
government and healthcare organisations.
www.trustmarque.com
info@trustmarque.com
0845 2101 500



