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Introduction

The UK’s IT leaders are embracing cloud computing on an unprecedented scale. Adoption now stands 
at 88%, with a further two-thirds (67%) of firms expecting to increase their use of cloud services over 
the coming year, according to a Cloud Industry Forum study. Research commissioned by Trustmarque 
also found 91% of IT decision makers are looking to migrate on-premise apps to IaaS, PaaS or SaaS 
infrastructure in the next 3-5 years. Attracted by the promise of greater scalability, operational cost savings 
and improved agility in how they deliver services, organisations have one direction in mind – and that’s 
towards the cloud.

Yet there remain major barriers which threaten to slow or block 
adoption and prevent more organisations from driving digital 
transformation, improving service delivery and growing profits. 
We’ve outlined these issues in the previous two reports of 
this three-part series. They include the overwhelming choice 
IT leaders have in ways to pay for cloud services; the 
complexity of existing software licenses; a lack of in-house
IT skills; legal and compliance concerns; and a lack of 
vendor clarity on migration paths.

This third report will focus on the growing problems CIOs 
have with gaining visibility and control over their cloud 
environments. “Shadow IT” refers to the use of technologies 
by groups and departments inside an organisation without 
the explicit permission of the IT department. There are major 
security, compliance and financial implications of this growing trend. Some 89% of UK respondents to a 
Citrix poll from earlier this year claimed Shadow IT poses a risk to the IT security infrastructure. 

Moreover, Gartner has claimed that resulting breaches could cost firms dear in terms of notification 
penalties, auditing processes, lost customer revenue, brand damage, security remediation and cyber 
insurance. “Most organisations grossly underestimate the number of Shadow IT applications already in 
use,” warned Gartner principal research analyst, Brian Lowans.

This report lifts the lid on issues of transparency in cloud computing. It will offer suggestions on how IT 
leaders can drive more effective controls over usage in order to head off any risks to the organisation. It 
will find that the majority of IT leaders are in the dark over how much their organisation is spending on the 
cloud and believe cloud sprawl is an ongoing challenge to effective management. But CIOs can turn things 
around by working with a third-party expert to provide that vital visibility and control – keeping staff happy 
and productive, data and systems safe from harm, and IT compliant and cost effective.

*The research was undertaken by independent market research company, Vanson Bourne; the total sample 
size was 200 UK CIOs and senior IT decision makers from large enterprises with over 1,000 employees.
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91%
of IT decision makers are 

looking to migrate on-premise 
apps to IaaS, PaaS or SaaS 

infrastructure in the 
next 3-5 years 

https://www.cloudindustryforum.org/content/uk-cloud-adoption-rate-reaches-88-finds-new-research-cloud-industry-forum
https://www.citrix.com/blogs/2017/03/14/inadequate-infrastructure-shadow-it-fears-leave-uk-businesses-exposed-to-cyber-risk/
http://www.gartner.com/smarterwithgartner/dont-let-shadow-it-put-your-business-at-risk/


Many IT leaders remain in the dark 
over cloud services
CIOs in modern organisations have a problem. The self-service, user-friendly nature of the cloud has 
made it easy for employees to open SaaS, PaaS and even IaaS accounts at work. These services may be 
making life easier for workers, and generating profits for the business, but they also represent considerable 
extra risk. And it’s happening on a large scale. Over half (54%) of those we spoke to said they thought the 
fact that individuals can sign up to these services easily has made it difficult for them to know exactly how 
many subscriptions and services the company ‘owns’.

This is concerning for many reasons, not least data security. The first step towards best practice security 
is knowing where your data is at all times, and how it is being used. If it’s residing in cloud repositories 
you don’t know about, this may be breaking internal policies and could land you in regulatory hot water – 
especially if it’s customer data.
 
With sweeping new European privacy laws (GDPR) set to land in May 2018, the price for non-compliance 
could be dear. These rules will mandate 72-hour breach notifications – something that may be difficult if 
you don’t know which cloud services your staff have started using. They will also levy fines of up to €20m 
or 4% of global annual turnover for serious infractions. That should be something to focus the minds of 
any boardroom.

Do you think the ease with which users can sign up to 
cloud-based services makes it difficult for you to 

know exactly how many you have?
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No Yes

46%

54%
of CIOs don’t 
know how many 
cloud-based services 
and individual 
subscriptions their 
organisation has.
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5 Firms worried over rising cloud costs
It’s easier than one might think for organisations to continue paying for cloud services long after they have 
finished using them. But the risk is magnified if they have a decentralised approach and services are 
commonly implemented without the knowledge of IT. It’s perhaps no surprise then that the majority of IT 
leaders surveyed said they were worried that costs could spiral out of control as a result of cloud sprawl.

It is almost impossible to keep track of what is being spent in an organisation if users are not using 
traditional IT procurement channels. An overwhelming majority (76%) of respondents claimed they found 
it difficult to know how much was being spent on cloud services as a result of Shadow IT. Only financial 
sector organisations seemed to believe they have a handle on the situation.

This is a worry for any CIO given the financial implications. Forward planning is everything in IT and 
without suitable clarity into who is using what in the organisation, there could be a nasty surprise for IT 
bosses down the line. That’s not to mention the high potential costs associated with any data breach 
resulting from such unsanctioned use, as well as the impact of extra network congestion, and even excess 
mobile data charges. Given the business uncertainty surrounding Brexit, UK organisations can ill afford 
any unnecessary extra expenses as they work their way through a potentially difficult few years. 

Are you worried that costs could spiral out of 
control as a result of cloud sprawl?

Is spending on cloud services diffucult to track because 
users can sign up with a company credit card?

Yes No

58%
of CIOs are worried 
about the spiralling 
cost of cloud sprawl.

No Yes

24%
76%
find it difficult to 
know how much their 
organisation is spending 
on cloud services.



Cloud providers could do more
The simple-to-use, pay-as-you-go nature of cloud services remains one of the main attractions for users. 
But these same positives can also result in a major downside for companies, with usage and costs 
sometimes quick to spiral out of control. The research found that UK IT leaders feel that cloud providers 
could be more transparent over these costs with customers.

Just under half of CIOs (45%) argued that providers could do more to warn users about costs they’re 
incurring when using cloud services. Only respondents from the retail sector felt this was less of an 
issue, with just 38% claiming they need to do more.

Do you think that cloud providers do enough to warn users about 
the costs they are incurring when using cloud services?
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Yes No

55%

45%
don’t feel cloud 
providers give 
enough warning on 
costs incurred.
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The problem once again is the very thing that makes cloud services so attractive – the fact they’re 
incredibly quick and easy to deploy – also makes things difficult for organisations. In this case, it leads to 
problems around keeping track of services that have been signed up to or removed, and makes it tricky 
for IT to manage their subsequent usage.

Cloud sprawl leads to management 
headaches
It’s not just financial, security and compliance issues associated with cloud sprawl and Shadow IT which 
CIOs are concerned about. 86% found the ongoing management of cloud services a challenge.

Do you think that cloud sprawl makes the management 
of cloud-based services a challenge?
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Yes No

86%
of CIOs think their 
vendors aren’t 
doing enough 
to explain the 
migration path to 
the cloud.
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IT leaders therefore face a difficult challenge: ensuring they support the business – and the productivity 
and happiness of its employees – whilst managing the financial, security, compliance and other 
risks associated with cloud sprawl and Shadow IT. However, with the right approach they can turn 
unsanctioned use of the cloud to their advantage.
 
The key first step is to gain real-time visibility into how cloud applications are being used. With this 
insight, IT leaders can then work out which pose the greatest risk, and either block them outright or 
impose controls on them. The latest cloud management and analytics tools will allow exactly this, 
enabling IT managers to enforce smart usage policies and promote safe cloud practices; making staff 
feel empowered whilst maintaining corporate security.

If an app is deemed too risky to use, IT teams should consider offering similar alternatives. IT should 
also be in constant dialogue with its users, explaining why certain activities have been blocked and 
giving guidance on approved applications, policies and alternatives. It’s all about promoting IT as a 
trusted advisor to your employees, so that you will hopefully be their first port of call if they ever feel 
current processes are putting a block on productivity.

Shadow IT slowing cloud adoption
Taken together, these Shadow IT concerns are even having an impact on overall UK cloud adoption, 
according to most of the IT leaders we spoke to.

Do you think that fears over a lack of control is 
slowing the speed of cloud adoption?

Yes No

41%

59%
believe fears over a lack 
of control on how cloud 
services are deployed 
and managed is slowing 
speed of adoption.



Conclusion
As we’ve seen in previous reports in this series, cloud adoption is an unstoppable force in the UK today, as 
IT leaders across the country race to reap the rewards of digital transformation. Yet we’ve also highlighted a 
number of challenges still facing organisations – from skills, to legacy licensing issues, to data sovereignty 
and compliance.
 
Adding to this complexity are issues surrounding cloud sprawl and Shadow IT. As this report has 
demonstrated, many UK CIOs are in the dark over exactly how many cloud services and subscriptions their 
users have signed up to. This has serious security and compliance implications, especially in light of new 
European laws which will heavily penalise firms that don’t know where customer data is stored or who is 
using it. But IT leaders are also concerned that it will lead to cloud sprawl – causing costs to spiral out of 
control and making it difficult to manage and use the cloud effectively inside the organisation.

Many are disappointed that the providers themselves aren’t doing enough to warn users signing up, about 
the potential costs they could incur for the business. But a more positive response would be to proactively 
gain that visibility and control over cloud usage – thereby turning the Shadow IT challenge into an 
opportunity.
 
There are firms out there to help you do this, providing that all-important expertise from end-to-end on how 
to navigate your way to success. With the right set of tools and partner on board, CIOs can create a win-
win situation where staff are happy and productive, data is secure and compliant and IT excels as a trusted 
advisor to the business.
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About Trustmarque

Trustmarque (part of Capita PLC), is a leading provider of end-to-end IT services to the UK public 
and private sectors; including cloud, professional and managed services, and software solutions. 
At Trustmarque we give honest, simple and independent advice that helps customers navigate an 
increasingly complex world of IT. 

We simplify business, through a flexible and cost-effective approach that empowers organisations and 
their people. With almost 30 years’ experience at the heart of the rapidly evolving IT market, Trustmarque 
has established a position as a leading technology provider to high profile clients from the private sector, 
UK government and healthcare organisations. 

www.trustmarque.com
info@trustmarque.com
0845 2101 500

 

https://www.linkedin.com/company/trustmarque-solutions
https://twitter.com/Trustmarque?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.youtube.com/channel/UChk49YsCMi1GG5DE-GXgkTA
https://www.linkedin.com/company/trustmarque-solutions

