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Introduction
In digital combat, cybercriminals benefit from the success of others. 
Successful breaches provide the motivation and resources for further 
attacks, whether for financial gain, economic disruption or corporate 
intelligence. Organisations of all sizes are at risk from nation-states, 
hacktivists, organised crime and malicious or accidental insider 
threats. The knowledge and capabilities gap between attackers and 
defenders is mandating fundamental changes to endpoint defenses, 
cyber security’s frontline. 

Security practitioners are under increasing pressure to defend their 
organisation from attack. To overcome the attacker advantage, 
endpoint defenses need to collaborate both with each other and with 
other security technologies to quickly detect, analyse, block and 
contain attacks in progress. They need to present forensic information 
quickly and intuitively. Moreover, they need to do all of this without 
adding to the complexity of the environment for IT teams or impacting 
the productivity and performance of the users they protect.
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McAfee Endpoint Security enables customers to respond to and 
manage the threat defense lifecycle. It provides a collaborative and 
extensible framework to reduce the complexity of conventional 
multi-vendor endpoint security environments. It also provides 
administrators with visibility into advanced threats to speed up 
detection and remediation response times. Global threat intelligence 
and real-time local event intelligence are shared between endpoints 
to further aid rapid detection and response, while management 
is kept simple through a centralised console and easy-to-read 
dashboards and reports. 

McAfee Endpoint Security is built for real-time communications 
between threat defenses. Events and threat insights are shared with 
multiple technologies to take immediate actions against suspicious 
applications, downloads, websites and files. 
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McAfee’s Endpoint Security offers numerous benefits to your 
organisation – here is our top 5:

Improve scanning performance 

The capacity and capabilities of endpoints have increased 
dramatically in the past several years. Previous generations of 
antivirus solutions, which scanned every individual file, are not 
optimised for this large environment. 

To better address the needs of this large environment with speed and 
efficiency, McAfee Endpoint Security provides enhanced capabilities 
to address the requirements of these large environments and counter 
emerging and advanced malware threats with speed and efficacy. 

McAfee Endpoint Security intelligently scans items that really need 
to be scanned, instead of scanning all items equally. It accomplishes 
this efficiently without requiring any configuration changes. 

Zero disruption to user performance 
and productivity 

Scanning, especially on-demand full scans, can be resource-
intensive. McAfee Endpoint Security delivers zero-impact scanning, 
which is an on-demand capability that runs only when a system is 
idle and when users are not using their computers. 

McAfee Endpoint Security monitors the system for idle states 
by watching disk utilisation, user idle state and full-screen mode 
(presentation mode). It starts scanning within three minutes of 
determining an idle state and will pause automatically when a user 
starts using their system again.
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Increased protection across the entire 
organisation 

The Threat Prevention module in McAfee Endpoint Security provides 
a content-based Exploit Prevention capability. This capability delivers 
a broader range of coverage against vulnerabilities and exploits than 
past McAfee products. 

Exploit Prevention content is updated monthly, based on research 
undertaken by McAfee’s dedicated malware research team. This 
content not only provides protection against zero-day exploits, but 
also offers some flexibility in the way that patches can be applied.

Flexible configuration and ease of
use 

McAfee Endpoint Security has been enhanced to provide more 
flexibility to security administrators. These enhancements include the 
ability to:

• Specify more file and registry operations (such as read, write, 
create, delete) 

• Create a single rule to protect files and registry entries instead of 
protecting only one per rule 

• Include or exclude processes at the rule level, based on file path, 
MD5 and digital signer, rather than simply based on file path

• Create global exclusions that apply to all rules 

In addition to this, McAfee Endpoint Security now proactively 
excludes all McAfee/McAfee signed processes from being subject to 
access controls. Previous versions do not support this capability.

Reduce overhead of deploying and 
maintaining multiple security products 

McAfee Endpoint Security uses an integrated client interface. 
This includes a Firewall module, Threat Prevention module and 
Web Control module. McAfee has maintained the flexibility for 
administrators to pick and choose which modules to deploy across 
their endpoint systems. 

Although each module is designed to work independently, they 
leverage common components, such as self-protection, client 
interface, scheduler and logging, to provide an enhanced overall user 
experience when managing these products. 
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To learn more about 
McAfee Endpoint 
Security, email
info@trustmarque.com

McAfee Endpoint Security provides what today’s security 
practitioners need to overcome the attackers’ advantages: intelligent, 
collaborate defenses and a framework that simplifies complex 
environments. With a strong performance and superior threat 
detection that is proven in third-party tests, organisations can protect 
their environment without impacting users, increase productivity and 
deliver peace of mind. 

McAfee, as market leader in endpoint security, offers a full range 
of solutions that produce defense-in-depth by combining powerful 
protection with efficient management. It’s abilities to accelerate time 
to protection and improve performance empowers security teams to 
resolve more threats faster with fewer resources.

LEARN MORE
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Why Trustmarque?

Trustmarque and McAfee work closely to deliver market-
leading security and compliance solutions to our customers. 
Our Gold Partner status confirms our investment in the skills 
and competencies of our consultants which ensures our 
customers receive high-quality solutions and services. Our 
McAfee authorised technical consultants have strong technical 
knowledge and experience with the latest McAfee Endpoint 
Security range to offer technical advice and support, ensuring 
complete peace of mind.

https://www.trustmarque.com/mcafee-endpoint-security/


About Trustmarque

Trustmarque are an established and award-winning IT reseller who deliver solutions to over 2,000 customers. 
With over 30 years’ experience, we offer industry leading solutions for our customers, which is fuelled by global 
technology partnerships.

We’ve worked with Microsoft since our conception and with our unmatched expertise, we can empower your 
business through unique IT solutions. We work collaboratively and take a hands-on role in helping businesses 
achieve change by gaining a deep understanding of their goals and needs, and from there developing a bespoke 
solution to maximise value within your business.

www.trustmarque.com
info@trustmarque.com
0845 2101 500

http://www.trustmarque.com
mailto:info@trustmarque.com
https://www.linkedin.com/company/trustmarque-solutions
https://twitter.com/Trustmarque?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.youtube.com/channel/UChk49YsCMi1GG5DE-GXgkTA

