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“Public Sector 
IT is facing 
a new set of 
challenges 
while burdened 
with old 
technology”

As technology continues to evolve, IT must adjust to changing 
needs. Between expectations for mobility, a growing user base, 
diverse platforms, increasing citizen demands and a multitude of 
applications, traditional infrastructure is no longer enough to manage 
everything and still stay on top. It’s time for a new approach. 

Today, every Public Sector organisation needs a modern IT 
infrastructure that’s powerful enough to keep up with rapid 
expansion, while flexible enough to adapt to changes in the future. 

To meet the ever-increasing demand for faster innovation, business 
stakeholders are asking more from their IT teams that support their 
initiatives. IT leaders will know that the data centre is at the heart of 
this new approach. This paper addresses the challenges in building 
data centres that support the demands of the organisation, while 
running modern and mission critical applications, managing sensitive, 
personal data and integrating with the public cloud.

A modern data centre gives you the agility and scalability you need 
to support innovation and growth. It’s based on a highly virtualised, 
software-defined automated platform. Modern infrastructure also 
starts saving you money right away—while leveraging your previous 
investments. CapEx costs go down as you shift from proprietary 
infrastructure to cost-efficient server economics, while unified 
management and better use of existing skill sets and tools drives 
down OpEx expenses.



The challenges of 
an on premise data 
centre
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To meet the increasing demand of the digital economy, combined 
with budget constraints, resourcing costs, legacy technology and 
siloed infrastructure, working with an on premise data centre presents 
a number of challenges:

Challenge 1:
Infrastructure

After investing so much in hardware for traditional infrastructure 
solutions, many Public Sector organisations are understandably 
reluctant to move forward with modernisation plans. The existing 
IT environment is likely to be complex, running a diverse mix of 
environments and devices in different infrastructure siloes that have 
built up over the years.

So, it’s often assumed that making any kind of update could mean 
losing everything already spent when there is always pressure to 
leverage existing investments – especially those purchased under 
constrained government budgets. 

Cloud data centres are seen as the modern data centre solution and 
the benefits of using Cloud data centres are highly publicised, yet 
Public Sector organisations, burdened with legacy technology, highly 
sensitive and personal data and strict compliance rules, are still likely 
to require some or all of the infrastructure to remain on premise.

Yet the IT team are under constant pressure to support the latest 
hardware, tools and cloud services—while avoiding vendor lock-in. 
You need a data centre that can run not only traditional applications, 
but newer technologies like cloud-native applications, containers and 
micro-services based architectures.

5 challenges for public sector

data centre modernisation

“Find the 
balance 
between 
the value 
of existing 
infrastructure 
and the cost of 
new solutions”



Challenge 2:
Resourcing

Managing disparate parts of the infrastructure is resource-intensive 
and forces your employees to spend time on operational problems 
instead of focusing on more strategic projects. Additionally, you 
may have not yet automated the secure, standardised delivery 
of resources like networking, security and the infrastructure that 
supports your application processes, cumbersome scripting, and 
experience multiple hand-offs between teams to get new applications 
to market. 

Acquiring and keeping top IT talent isn’t easy, and keeping resources 
focused on strategic projects is also challenging. It’s difficult to focus 
on growth and innovation when your best engineers are spending 
most of their time putting out fires.

On the flip side, modern infrastructure is powerful, using software 
and automation to quickly and securely perform tasks that traditional 
infrastructure could not. As a result, some IT teams are worried that 
modernisation will eliminate or replace administration jobs, leaving 
them out of work, so there is a reluctance to change.

Challenge 3:
The user experience

Organisations today need to deliver on the service expectations of 
both their digitally empowered customers and employees. These 
expectations go beyond ease of use and the growing demand for 
mobile working; it’s the customer experience that really matters. 

Citizens expect proactive, personalised experiences—whenever, 
wherever, and however they do business. For Public Sector 
organisations, who typically have legacy technology handling highly 
sensitive personal data, the demand for secure connectivity between 
agencies, such as hospital and social care, child protection and 
vulnerable person agencies is increasing, and the ability to share data 
securely and operate more efficiently is paramount.
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Challenge 4:
Budget constraints

Not all IT issues involve technology alone; operational concerns can 
also create real challenges. However, in a world where your budgets 
are static or even shrinking, traditional infrastructure environments 
- that require space, heat and air conditioning - may be simply too 
expensive to purchase, costly to maintain and can be difficult to 
scale.

Challenge 5:
Performance limitations

Data centres are only as fast as their slowest components. Traditional 
deployments are comprised of complex and disparate technologies 
and when performance issues arise, identifying the underlying cause 
is often difficult to achieve. Server teams may see that performance 
is poor but cannot pinpoint what the cause is. Storage, network and 
database IT teams look at their areas but again cannot see any areas 
of concern. This often results in more CapEx being thrown at the 
problem or an acceptance that poor performance is the standard. 

To overcome these challenges, you need to modernise your existing 
onpremise data centre to give you the agility you need to meet the 
new demands of the digital economy—together with the flexibility 
to be more proactive, whilst managing costs and shifting valuable 
resources to strategic initiatives.

5 challenges for public sector
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44%
of NHS Trusts 
are in deficit 
and this is 
expected to rise 
to 53% by the 
end of 2018¹

Local councils 
in England 
have seen an 
average cut to 
their budgets 
of almost 

26%
since 2010²
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Why modernise 
Healthcare data 
centres?
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data centre modernisation

“Build a flexible, 
scalable 
foundation that 
helps improve 
patient care 
while controlling 
costs”

Digital transformation is helping to simplify the complexities of 
healthcare delivery. Under increasing pressure to both reduce the 
cost and improve the quality of patient care, healthcare organisations 
are looking at ways IT can accelerate the shift to value-based care 
and enhance convenient-care options outside of traditional hospitals. 

IT infrastructure directly impacts how fast caregivers can work, 
how efficient and innovative staff can be, and how well a healthcare 
organisation can harness the opportunities presented in the digital 
era. For these reasons, infrastructure modernisation has become 
imperative for healthcare organisations. 

As such, a modern healthcare data centre meets escalating business 
demands through an agile, service-oriented IT model. It is virtualized, 
software-defined, and automated with a consistent operational model 
for infrastructure and application delivery. A modern data centre is 
designed for both traditional and new applications while working with 
existing hardware and software investments.

The healthcare challenge:
• Reduce IT costs with limited budgets
• Improve user experience
• Highly sensitive data and mission critical apps

Benefits of a modern data centre for healthcare:
• Easier management
• Reduced costs 
• Improved compliance
• Consolidation and simplification
• Pay-as-you-go scalability
• Agility and rapid deployment
• Boost mobile working
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Why modernise 
Government data 
centres?

5 challenges for public sector

data centre modernisation

“Departments 
can’t afford 
downtime 
impacting 
critical services 
for end-users 
and citizens 
who rely on 
anywhere, 
anytime access.”

Central and local government agencies are under more pressure 
than ever to improve service delivery, operational efficiency and data 
security at a lower cost. 

The IT department is critical to operations, yet many of the 
technologies underpinning local workflows monopolise the budget, 
threaten citizen personal identifiable information (PII), and challenge 
innovation. Despite today’s reality of doing more with less, central 
and local government agencies must invest in strategically updating 
legacy IT infrastructure or risk compounding Operations and 
Maintenance (O&M) costs, threats to critical systems and stagnated 
service delivery models.

By taking a software-defined approach to compute, storage, and 
networking, agencies can build software-defined data centres that 
tick off most of the items on an IT bucket list, including: centralised 
management, consolidation, legacy modernisation, automation, 
maximum security, hybrid cloud portability, and employee mobility. 

Benefits of a modern data centre for Government:
• Reduction in staff and capabilities
• Move to the cloud
• Estate rationalisation
• Increased workforce mobility
• Easier management
• Reduced costs 
• Improved compliance
• Consolidation and simplification
• Pay-as-you-go scalability
• Agility and rapid deployment

The local government challenge: 
• Limited budgets
• Legacy systems and infrastructure
• Improve user experience
• Meet Digital Transformation directives set by Government
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Get on the path 
to a modern data 
centre 

5 challenges for public sector

data centre modernisation

A modern data centre starts with a modern infrastructure. 

However, traditional data centres have been constructed with 
siloed infrastructure layers, purpose-built hardware and fragmented 
management, resulting in complex deployment and operations and 
slower delivery of IT services and applications. 

Local Government and healthcare organisations need a modern 
infrastructure that merges traditional infrastructure silos into a 
cohesive platform that responds to the dynamic needs of the mission, 
supports both legacy and new applications, and seamlessly extends 
to the cloud.

The primary step in data centre modernisation focuses on virtualising 
compute, storage, and networking, to abstract the data centre 
resources from the hardware into the software layer. Management 
and automation tools reside on top of the stack, to create one 
common software-defined platform that can, if applicable, easily 
extend to the public cloud.

You can progress toward a modernised data centre by deploying 
all three tiers of the infrastructure stack as part of an integrated 
platform. Or you can take an evolutionary approach, and virtualise 
the compute, storage, and network layers independently over 
time. Adding a unified management solution lets you automate 
infrastructure and application delivery, as well as effectively manage 
performance, availability, capacity, and the cost of IT services across 
environments.
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How VMware can 
help

5 challenges for public sector

data centre modernisation

VMware helps government agencies and healthcare trusts achieve 
this vision by extending across compute, storage, and network layers, 
independently or through a hyper-converged infrastructure. 

The VMware solution

A single software stack from VMware not only minimises risks 
associated with infrastructure modernisation, it also streamlines 
operations between the traditional silos of compute, storage, and 
networking. The VMware integrated solution delivers advantages 
around time to value and ongoing maintenance.

You can also choose to modernise your infrastructure using a 
building-block approach that allows you to deploy individual 
components. Foundational components of the modern data centre 
include VMware vSphere, a leading virtual storage solution and 
VMware vSAN, which can be run on premises or as a service from 
an extensive ecosystem of vSphere-based cloud service providers. 
The VMware vRealize Suite provides a comprehensive management 
stack for IT services and unified management experience on VMware 
vSphere.

With VMware, modernising your infrastructure is an evolutionary 
process, not a destructive one. Your team will evolve and expand 
its current tools and skills, building on what you already have. And 
you can say goodbye to expensive and tedious refresh cycles by 
decoupling software and hardware and using standard x86 hardware. 
VMware makes it possible for you to build as you grow, starting with 
compute and storage, then management as your needs continue to 
expand.
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The future won’t 
wait 

5 challenges for public sector

data centre modernisation

The fundamentals of business are changing and digital transformation 
is creating exciting opportunities for IT leaders. To deliver the agility 
and innovation your business stakeholders demand, you need to 
modernise the data centre to meet these increasing demands.

With a cost-effective, evolutionary approach to modernising the data 
centre, you can rapidly unleash the efficiencies you need to stay 
competitive in a digital economy—while continuing to utilize your 
existing investments in tools, skills, software, and hardware. With a 
modern software-defined data centre that extends across private 
and public clouds that is secure and scalable, you’ll be able to meet 
the speed and agility needs of the organisation through faster, on-
demand delivery of infrastructure and applications.

How Trustmarque can help

Working with VMware and Trustmarque, you have trusted partners 
and a wealth of resources to tap into as you begin your journey. 
VMware offers a rich set of solutions to modernise your data centre, 
including solutions to enhance the infrastructure through best-in-
class compute, storage and network virtualisation; and automate 
IT operations and management with industry-leading cloud 
management technologies. 

Trustmarque typically sees that by deploying tools such as vRealize, 
customers can reclaim between 30 - 40% of compute and storage. 
This can then be reprovisioned for new projects and allows for Test/
Dev environments to be created. At the same time, vRealize allows 
organisations to identify underlying performance and capacity 
issues and pinpoint the exact remediation needed to resolve these 
problems. The software runs in the background, monitoring the 
infrastructure and identifies issues before they make an impact. This 
not only reduces OpEx costs from an IT management perspective, 
but more importantly, reduces the risk of issues becoming user 
impacting. The solution can even be used to identify the correct 
servers and storage that are needed for a data centre refresh.
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data centre modernisation

By deploying Hyper-Converged Infrastructures (HCI) based on 
VMware vSAN, all the complexities typically seen within a data 
centre are removed and it provides a simple single-pane-of-glass 
management layer. Complex Network, SAN and Server teams are 
no longer needed, allowing organisations to run with a leaner IT 
support team that is focused on driving improvements rather than 
fire-fighting problems. Costs are controllable and scalable and the 
solution identifies when more performance or capacity is needed and 
this can quickly be added in a modular fashion. This typically results 
in deployment savings of up to 80% and up to 50% overall OpEx 
savings.

Whichever path you take to modern infrastructure, it can help your 
organisation achieve speed, agility, and cost savings—without 
sacrificing quality or security.

Want to find out how 
vSan or vRealize can help 
you reduce costs and 
modernise your existing 
data centre?

Book your one-to-one 
session with our VMware 
expert today.

BOOK NOW

Sources
1. https://www.kingsfund.org.uk/projects/nhs-in-a-nutshell/trusts-deficit
2. https://www.ifs.org.uk/uploads/publications/comms/R121.pdf#page=6

https://www.trustmarque.com/partners/5-challenges-for-public-sector-data-centre-modernisation/


About Trustmarque

Trustmarque are an established and award-winning IT reseller who deliver solutions to over 2,000 customers. 
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