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Taking digital
transformation from
adoption to acceleration
James Butler, Chief
Technology Oﬃcer,
Trustmarque
As a leading IT partner, Trustmarque has seen
many of our customers experimenting with new
technologies over the past few years and 2020
will see some new technology – particularly in the
area of AI – really start to accelerate.
Crucially, the faster you embrace new
technology, the faster you get to market.
Organisations will need to understand how to
effectively embed this technology into their
business in order to differentiate and take
advantage.
It goes without saying, the public sector will face
different challenges in adopting these new
solutions than the private sector – there is no
one-size fits all approach. But all organisations,
both private and public, will need new skills in
order to reap the benefits and make a difference
with digital.

How Trustmarque can help
We are seeing a shift from the traditional
outsourcing model, to strategic IT partners now
playing an integral role in supporting customers
with workforce upskilling and building capability,
helping them to become more lean and agile.
Digital IT is a business differentiator, often owned
in-house, not outsourced to reduce cost.
Trustmarque is ahead of the curve, already
assisting many customers to build a core digital
platform to drive real value. How are we doing
this? We take the time to evaluate the new
technologies out there in today’s connected world.
We identify the right platform for your users, the
right infrastructure and processes, to help you
build strong IT foundations on which to execute
your digital strategy to accelerate and automate in
the future.

“We understand the balance
between keeping the lights
on and experimenting with
new tech while faced with a
lack of skills, knowledge and
above all, time.”
James Butler, Chief Technology Officer,
Trustmarque
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INTRODUCTION
We are now entering what the World Economic
Forum has termed the Fourth Industrial
Revolution1. 2020 and beyond is expected to see
some incredible technological innovations which
can be adopted by both the public and private
sectors.
From advances in artificial intelligence and
machine learning to shifting cyber security threats
and the need for greater data policing, 2020 will
see organisations continue to embrace the
challenges and opportunities of digital
transformation.
While there are concerns about workforce impact,
there is little doubt that 2020 will be a time of
innovation as people better leverage technology.
Organisations that don't keep up with these major
tech trends run the risk of being left behind. And
with so much change, the gap between laggards
and leaders is growing all the time.

Although the public sector can be slower or more
cautious to implement new technologies, due to
funding, skills challenges, policy and other
restrictions, they can still learn from these
implementations and should not be far behind in
responding to new opportunities. Through digital
transformation, organisations across the spectrum
can enhance their security, optimise performance
and efficiencies and create personalised,
engaging experiences to serve their end-users
better.
Understanding the key trends will allow people,
business and communities to prepare and grasp
these new opportunities.
In this report, we have extensively researched and
analysed market insights from industry leading
publications and commentators, to identify their
top IT and technology trends and predictions that
we all need to be ready for in 2020 and beyond.

In this rapidly changing digital environment,
knowledge and collaboration are key.
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2020 TECH TRENDS:

KEY PREDICTIONS
Businesses will look beyond social mobile,
analytics and cloud (SMAC) to blockchain,
artificial intelligence (AI), Internet of Things
(IoT) and mixed reality.
The next-gen workforce must be reskilled
to deliver on 2020 tech trends such as IoT
and AI. Skills shortages in areas such as
data science mean we must build
capability not just buy it in or outsource.

Privacy and ethics considerations will come
to the fore in 2020 as AI, automation and
mass data sets drive innovation. But new
risks, regulation and the expectations of
stakeholders, will challenge adopters.
As the use of robots continues to streamline
tasks and processes, automation will ride in
three waves: algorithmic, augmentation, and
autonomy.

Cloud native applications will be the
preferred way to build new functionality
and innovate, as Platform as a Service
(PaaS), serverless and container
technologies mature. Spend will shift from
keeping the lights on to competitive
advantage.

Traditional banking will get a little weaker
with Facebook’s cryptocurrency project
Libra and the growth of digital payment
systems like Amazon pay. Blockchain will
slowly make the move from hype and the
lab to real world usage, in smart contracts
and supply chains as well as FinTech.

5G will support 1,000-fold gains in
capacity, with connections for at least 100
billion devices at 10 Gb/s2. This will help
devices and apps collect and transfer more
data than ever. Infrastructure investments
and cloud usage will be essential to scale.

Consumerisation of the enterprise user
experience will accelerate whilst the delivery
is commoditised. The convergence of AI,
automation and cloud means ITaaS is finally
becoming a reality.

Security will increasingly be embedded into
digital delivery processes and teams, not
run separately.

2020 will see more immersive experiences
as businesses increasingly experiment with
mixed reality technologies.
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TREND 1

ARTIFICIAL
INTELLIGENCE
Artiﬁcial intelligence (AI) is
one of the most
transformative tech
evolutions of our times.
As we move through 2020, AI is expected to
accelerate with Gartner expecting the average
number of AI or machine learning (ML) projects
per organisation to increase from 4 to 10.
Companies everywhere are seeking to reap the
tangible benefits of AI, such as cost savings,
revenue growth, new products or improved
customer experiences.3
According to Forrester research, 2020 will be the
year when companies “become laser-focused on
AI value, accelerate adoption, learn through
mistakes, overcome data issues and embrace new
talent realities.”4 This is echoed by Forbes, which
predicts during 2020 we will see a wider adoption
of AI and a growing pool of providers that are
likely to start offering more tailored AI applications
and services for specific or specialised tasks.5

What is AI?
AI is intelligence demonstrated by machines. AI
makes it possible for machines to learn from
experience, adjust to new inputs and perform
tasks commonly associated with humans. Relying
on deep learning and natural language processing
technologies, these machines are trained to
undertake specific tasks by processing large
amounts of data and recognising patterns in the
data.

How AI will impact
organisations
Forrester predicts that 2020 will mark the beginning
of the concrete alterations that AI - beyond
chatbots - will make to customer service and
contact centre groups. They expect that some jobs
will alter irrevocably, but probably not the ones that
most businesses expected or not in the ways that
they would have predicted just two years ago.6

It is estimated that AI will
displace 75 million jobs by
20227
World Economic Forum

This is backed up by research undertaken by the
World Economic Forum, which predicts that by
2022 AI will replace 75 million jobs.8 Initially centred
on “white collar” jobs, such as contact centres,
human resources or accounting departments,
robots and machine learning will be a tool that
helps workers getting things done and focus on
innovation. For the public sector, AI could be
considered a national asset and a source of global
competitive advantage, according to Deloitte.
However, governments will experience other
challenges such as data privacy and funding.9

More than 25 countries have
launched national AI strategies10
World Economic Forum
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The beneﬁts of AI

The explosion of AI

Along with machine learning, these two powerful
technologies are becoming the go-to tech for
businesses looking to boost productivity, increase
customer engagement and drive digital
transformation. Other benefits include reduced
administration and improved quality of services.

Close to 40% of businesses use AI. This number
was previously estimated at 5% to 10%, but a
survey by IBM showed that we grossly
underestimated the scale of AI’s existence. Most
importantly, this number is set to grow to 80% and
90% by the end of 2022. Furthermore, AI
specialists are the number one job role for 2020.
LinkedIn’s definitive list from their emerging jobs
report for 2020 showed that this role showed an
annual growth of 74%.12

Designing and deploying your own AI-based
systems however, will remain an expensive option
for most businesses. According to Forbes, we can
expect to see most AI applications to be built by
providers via an “as-a-service” basis, where
organisations feed in their own data and simply
pay for the algorithms or compute resources as
they use them. This will mean all organisations will
have clear access to AI.11

Close to 40% of
businesses already use
artiﬁcial intelligence13
Paragon Consulting

AI is already at work
AI in Healthcare: AI is being
progressively used to improve data
analytics capabilities and automate key
healthcare-related tasks. AI in healthcare
will be used for a variety of tasks
including: medical image analysis; patient
data processing and treatment
recommendations. The NHS is using
AI-driven chatbots to assist patients with
non-life-threatening conditions. This frees
doctors’ time to focus on patients who
have urgent care needs.14

AI in Government: Stanford University
and ETH Zurich researchers came up with
an algorithm that helps countries settle
refugees by finding employment and
integrate into an unfamiliar society. This
algorithm works by comparing individual
features, such as language fluency and
education level, settlement location and
the person’s employment outcome.
Potentially, employment rates would be
boosted by 41%.16

AI in Defence and National Security:
The UK’s Institute for Strategic Dialogue
has developed a natural-language-based
solution to monitor the internet for signs
of radicalisation. Of the total sample of
42,000 individuals identified online, nearly
800 were found to indicate signs of
extremism.15

AI in Manufacturing: AI is serving
manufacturers to find new business
models, adjust product quality and
enhance manufacturing operations at the
shop floor level. McKinsey has predicted
that machine learning will diminish supply
chain projection errors by 50% and
increase sales through better product
availability.17
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TREND 2

AUTOMATION
Automation is already
reshaping the jobs of human
employees, who
increasingly see automation
software replacing their
repetitive tasks.

RPA software will threaten
the livelihood approximately
9 percent of the global
workforce23

What is automation?

The business impact

Automation is an application of technology,
governed by business logic and structured inputs,
aimed at automating business processes. It
combines packaged software, machine learning
and automation tools to deliver the results. By
eliminating tedious tasks, it can free employees to
focus on higher value work.

According to Deloitte, automation provides
organisations with the ability to reduce staffing
costs and human error.20

Automation encompasses a diverse set of
technologies ranging from robotic process
automation (RPA) to continuous delivery (CD) to
hybrid cloud management and beyond —and
according to Forrester, is a key investment for
CIOs and their enterprises.18

Smart automation has the
potential to bring great
economic beneﬁts,
contributing up to £11.5
trillion to global GDP by
203019
PWC, Global Artificial Intelligence Study 2019

Forrester Research

From generating an automatic response to an
email, running customer service chatbots to
deploying thousands of bots, each programmed
to automate jobs in an ERP system, we are seeing
more and more examples of automation within the
workplace. However, with its potential to eliminate
jobs, organisations must rethink how they manage
talent. The Deloitte Government Trends 2020
report revealed, when it comes to the public
sector, automation can be a national asset and a
source of global competitive advantage, but
governments will experience other challenges
such as data privacy and funding.21
According to a PWC report22, “Will robots really
steal our jobs?” automation will go through three
waves:
Algorithmic: Displacing around 3% to 30% of
jobs from the early 2020s to mid-2020s.
Augmentation: As technology improves, these
percentages will increase.
Autonomy: When processes are fully digitised,
predicted to surface in the mid-2030s.
However, Gartner reminds us that autonomous
things cannot replace the human brain and will
operate most effectively with a narrowly defined,
well-scoped purpose.24
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TREND 3

DISTRIBUTED CLOUD,
INTELLIGENT EDGE
Cloud computing
signiﬁcantly reshaped the
business technology
landscape. Yet 2020 is
seeing an evolution in the
world of cloud. The cloud is
shifting again.
Many, including Gartner, predict two of the next
big things to hit the tech ecosystem will be
distributed cloud and edge computing25 providing
a significant breakthrough in infrastructure and
powering the next generation of digital apps and
services including intelligent, personalised
experiences built with AI and IoT.

Why cloud and
smartphones aren’t enough
Increasing data volumes, advanced algorithms particularly AI related ones - and latency between
the point of interaction and datacentres mean we
need to get the right compute in the right place for
a greater experience. Specialised hardware for AI
can perform 10 to 1,000 times better than an x86
or ARM general-purpose processor. As a result of
algorithm complexity and data congestion, we will
see increasing diversity of compute architectures
in an increasing number of places.
Next Platform reports that ‘there is a growing need
to more quickly collect, store, analyse and act on
this data, which is fuelling the need to get that
work done at the edge, closer to where the
applications are and data is being created.’26

What is the distributed
cloud?
Distributed cloud brings the benefit of public
cloud innovation to where it’s needed. The point of
need can extend into customer datacentres or
near / at the edge, outside the cloud provider’s
physical datacentres. In distributed cloud, the
cloud provider is responsible for the service
architecture and operating model, providing an
integrated stack simplifying the challenge of app
and service delivery. In many ways, it can be seen
as a public cloud-centric way of delivering hybrid
cloud.

What is edge computing?
Edge computing is part of a distributed computing
topology where information processing, content
collection and delivery are located close to the
edge, where things and people produce or
consume that information. The idea is that
keeping traffic local and distributed will reduce
latency. This includes all the technology in the IoT.

By 2023, there could be
more than 20 times as many
smart devices at the edge of
the network as in
conventional IT roles28

Distributed cloud and intelligent edge solutions
simplify the job of building this new, more
sophisticated infrastructure for the digital age. By
2022, 75 percent of the data that’s created will
come from outside of core datacentres.27
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TREND 4

THE INTERNET
OF THINGS
The Internet of Things (IoT)
continues to proliferate
across consumer products,
industrial operations and
supply chains, and the
variety of IoT software
platforms continues to grow
and evolve.
What is the Internet of
Things?
In its simplest from, the IoT is the collective term
for all the physical devices – from smartphones to
sensors and wearables – that are now all
connected to the internet and able to send,
receive and share data.

IoT in the workplace
The IoT remains valuable for industrial
applications as the need for networking,
communication and smart use of data is
particularly high here. The healthcare sector is
already reaping huge benefits from IoT
applications, such as remote monitoring and
disease management, with the healthcare IoT
market share expected to reach £97bn this year.29
In the consumer market, there is a noticeable
trend for smart homes, with more and more
networked products such as home security
systems and various lighting and heating systems
appearing in the consumer space.
The increasing market penetration is enabled by
the investments made in technology development,
the IoT platform and the development of efficient
communication hardware. Forbes predicts that
this area will consolidate the multitude of solutions
used to establish industry standards and best
practices.30

It is estimated that
a staggering 82%
of cars will be
connected to the
internet by 202131
Bernard Marr, best selling author
and acclaimed business influencer
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Forrester predicts that in2020, business use of IoT
will keep expanding as it's added to more
products and business operations. Forrester goes
on to suggest that in 2020, the IoT will propel
smart displays, 5G, product ransomware attacks,
supply chains, and new business models.33

By 2020, the IoT market will
generate around £1.3 trillion34
Twinkle

And from a public sector perspective, Deloitte
predicts we’ll see smarter cities, with integrated,
connected and sustainable governments
deploying technology to serve citizens in a
collaborative and comprehensive manner,
improving everything from mobility to healthcare
to the environment.35
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2020 is also likely to be the year where the 5th
generation (5G) of mobile internet connectivity
explodes onto the market offering super-fast
download and upload speeds as well as more
stable connections. According to Forbes, this
increased bandwidth offered by 5G mobile data
networks will enable machines, robots and
autonomous vehicles to collect and transfer more
data than ever, leading to further innovations in the
area of the IoT and smart machinery.32
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TREND 5

ITAAS BECOMES
A REALITY
Enterprise users can ﬁnally
expect their IT on demand.
Cloud-based desktop
virtualisation, device as a
service and consumerised
service delivery are
converging to create IT as a
Service (ITaaS) models.
Enterprises have long looked towards the ‘holy
grail’ of simplifying the core of their IT challenge;
delivering a consistently great and secure
experience to end-users. Technologies such as
virtual desktop infrastructure (VDI) and cloud
hosting have often been deployed alongside ‘price
per user’ outsourcing contracts and flexible
working initiatives. But they have over promised
and under delivered, dogged by unrealistic
expectations, delivery overruns and the constraints
of legacy IT. The situation is finally changing and
enterprises can now start to integrate ITaaS into
their cloud transformations as a strategic goal.
Doing this requires looking at all aspects of service
and experience including the device, the desktop,
applications and service model.

What is DaaS?
It can be used to refer to Device as a Service,
though often it refers to Desktop as a Service.
These attempts to simplify device and desktop
management are complementary and have been
around for over a decade since desktop
virtualisation became a commonplace tool in the
enterprise. However, they have been limited in use
due to cost, complexity and concerns over
governance. The maturity of cloud & automation is
now simplifying the challenge, helped by the
large-scale adoption of cloud-based software
(SaaS) and updated licensing models.

By 2023 Desktop as a
Service (DaaS) will take oﬀ
with a predicted market rise
of 58% compound growth36
Gartner

What’s changed? Why now?
Microsoft has long been the dominant company in
the traditional enterprise desktop ecosystem.
Though challengers such as Google have made
sustained efforts to disrupt the market, most
medium and large organisations have
Windows-centric technology investments spanning
many years that cannot be discarded.
To meet the expectations and requirements of the
digital workforce, Microsoft is responding with
technology improvements, licensing simplification
and transforming their partner network. Microsoft
is now beginning to enter the end-user managed
services space with Microsoft Managed Desktop, a
clear sign that it intends to commoditise and
innovate with DaaS delivery as it has already done
with IaaS (Azure) and SaaS (Office 365). Traditional
IT departments and partners will be challenged to
get on board or be left behind.
Microsoft Device-as-a-Service:
Component Framework
Modern
Commercial
Device

Modern device, optimised for security
Virtualisation based
security

Windows 10
Pro/Enterprise/Education

Reduce operational cost with modern deploment & management

Cloud
Managed

Configure with Zero
Touch Provisioning

MDM management
of Hardware, OS
and Software

Hardware warranty
and support

Simple subscription motion, maximum customer flexibility

Modern
Billing

Subscription
payment

Single monthly cost
per device

Usage flex
(up and down)
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TREND 6

CYBER SECURITY
IS AN ARMS RACE
The 2010s was the decade
when malware exploded
from what could be
described as relatively
amateurish attempts into a
full-blown criminal
operation, capable of
generating hundreds of
millions of pounds per year
for those involved.

This means what must be protected is constantly
changing and requires new tools and processes
from those traditionally employed.
Traditional IT security models are often based
around perimeter security and periodic or
milestone-based penetration testing. These are not
well suited to protecting ongoing cloud application
development and often only in retrospect are the
issues spotted.
This is a challenge for organisations who attempt to
apply a traditional approach to security in the digital
age. The old tools weren’t built to fight the new
fight.

Innovation by attackers
As we progress through 2020, tech analyst
Forrester warns us that governments, businesses,
and, unfortunately, attackers, all end the second
decade of the 21st century in a much better place
than the one in which they began it. Like any
escalating conflict that includes innovation, each
side is attempting to out-evolve the other, bringing
new problems, risks, and opportunities for
solutions as technology continues to dominate our
personal and professional lives.37
The attackers’ ranks are swelling as cybercrime
continues to be a low-cost market to enter, with
higher rewards and lower risks than traditional
crime. And in parts of the world, law enforcement is
not carried out. Until this basic economic balance
changes, the problem will continue to worsen.

The impact of threats on
organisations
Cyber security professionals and the organisational
security posture are challenged not just by a
dynamic and growing set of attackers, but because
digital technology innovations change the nature of
what must be protected. Digital delivery, based on
lean/agile, iterates and evolves the use of
technology faster than ever before.

We’ve seen the simple email scam go from a
generic “friend” who needs help, to targeted
attacks, and we’re now staring at a future of
deepfake technology where it is now possible to
imitate not only email and voice but by video of a
target, too.
Governments and intelligence agencies around the
globe are racing to improve their computer security
to protect vital infrastructure from digital attacks.
However, ZDNET reports “Organised crime and
ransomware will still be the most consistent threats
to most businesses; state-sponsored attacks and
cyber-espionage will remain an exotic but
potentially high-profile threat to a minority.”38

Global spending on security
applications is predicted to
increase from £79.74 billion
in 2019 to £103.5 billion by
202240
IDC
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Vendors disruption
Microsoft’s $1bn security R&D pledge, the
Broadcom acquisition and Thoma Bravo’s
acquisition of Sophos and LogRhythm, highlights
that vendors generally are working towards more
consolidation, through tighter ecosystem
integration and API’s, and automation in response.
The idea being that smarter tools might ease the
security skills gap.
Is the cloud breaking the traditional security
model? There are more branch officers, more
remote users and applications are moving outside
of your perimeter into either SaaS applications or
public cloud. Yet we remain wedded to physical
security applications, 2020 is likely the year we
see this change. Microsoft 365 is the very large
straw that breaks the camel’s back and customers
are now moving into cloud-based delivery of
security applications.

There must be a parallel
focus on the next gen
tools alongside a ‘get the
basics’ right approach.
James Holton, Cyber Security Lead, Trustmarque

It's also important to remember that most security
risks will still be the basic ones: the weak
password that hasn’t been updated; staff falling
victim to phishing emails; the software patch that
should have been deployed months ago; and
poorly configured cloud apps. These are the
things that need to be brought under control. Now.

Cybercrime in industry: The facts39

48% of UK
manufacturers are
verified targets of
cybercrime

Between 2017 and 2021,
ransomware attacks on
healthcare organisations
are forecast to increase
5 times

One in seven
phishing emails is
opened by hospital
employees

One in every 302
emails sent to public
administration users
is malicious

Source: FinancesOnline, 101 Impressive Cybersecurity Statistics: 2019 & 2020 Data & Market Analysis, Feb 202039

Governments and industries worldwide
spend more on cyber security
Industries with the fastest security spending growth worldwide:

11.9%

Local
Government

11.8%

11%

10.4%

9.9%

Telecommunications

Resource
Industries

Banking

Central
Government

8.3%

Other

Source: IDC, Worldwide Semiannual Security Spending Guide 201840
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TREND 7

DATA
TRANSPARENCY
Ever since the European
Union introduced the
General Data Protection
Regulation (GDPR) in 2018,
businesses and consumers
alike have become more
aware of their vulnerability
to data breach and
cyber-attacks.
Emerging technology trends like cryptocurrency
will be one of those upcoming areas that is yet to
be compliant with privacy laws. An insertion of
personal data will be a major worry for 75% of
public blockchains by 2020. As a result, an entire
ecosystem based on data-driven technologies,
that is constantly growing in its interconnections,
is a key trend for 2020 that businesses can benefit
from by forging early-on partnerships.

In 2020, nearly 70% of
organisations will be
exposed to personal data
archiving. That’s a 60%
growth since 2018 when the
number was at 10%41
Gartner

The cost of trust
However, the evolution of technology is creating a
real trust crisis. As consumers become
increasingly aware of how their data is being
collected and used, organisations are also
recognising the ever-increasing risk of storing and
gathering this personal data.
Additionally, as many organisations roll out AI and
take advantage of machine learning to make
decisions in place of humans, this becomes
another data governance concern.
Without the ability to evidence the governance
around the datasets used to train AI, and how the
resulting algorithms are used, organisations are
unlikely to be able to show they are treating
customers and staff fairly and in a way that is
compliant with the law and industry regulations.

Striking a balance between
personalisation and data
privacy
According to Gartner, transparency and
traceability are critical elements to support these
digital ethics and privacy needs. Gartner states
that this trend requires a focus on six key
elements of trust: ethics, integrity, openness,
accountability, competence and consistency.22
Deloitte agrees, stating that governments will play
a major role in the rise of data ethics, not only as
the “owner” of massive amounts of data but also
as a regulator of corporate data use. As smart
machines know more about us, we need to ensure
that privacy, equity, and transparency guide their
operations.43
We can also expect more legislation similar to
GDPR is likely to be deployed around the world in
the coming years.44
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About Trustmarque
At a time when many organisations are going
through digital transformation, Trustmarque is
dedicated to delivering customer-centric IT
solutions that deliver better outcomes.
We’re passionate about all areas of technology
and helping our customers to accelerate their
digital transformation. We offer tried and tested
solutions and services in these key areas and
are constantly advancing our capabilities.
•
•
•
•
•
•
•
•
•

We’re in
IT together.

Cloud, Datacentre Infrastructure and Storage
Modern Workplace
Business Insights and Data Analytics
IT Asset Management
Cyber Security
IT Consulting and Project Delivery
Managed Support
Sourcing and Procurement
Microsoft Volume Licensing

Trustmarque is an award-winning IT partner. For
over 30 years, we’ve empowered our customers
to work smarter and run their businesses more
effectively, with long-standing relationships in
the public and private sectors.
We’re part of Capita Technology Solutions, one
of the UK’s largest providers of digital
infrastructure, supporting over 3 million users.
We're here to support you and add value across
the IT lifecycle.
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