
How is your Firewall?
Firewalls are one of the most important defences against 

being deployed and then forgotten until its next renewal date 
(if that isn’t forgotten too). When was the last time you looked at 
your Firewall’s health?

itself. However, to continue optimal performance, they need 

should and minimise your exposure. By continual updating you 
make sure you are utilising all the threat protection capabilities 
and maintain your protection. 

Firewall Health Check
Our Firewall Health Check is conducted by one of our 
cybersecurity experts, who will help you examine all your 

your appliances and give you guidance to get them back up 
to speed.
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Why Trustmarque ?

Trustmarque delivers customer 
centric IT solutions that enable 
better outcomes. We’re an award-
winning IT partner who has helped 
over 2,000 organisations to gain 
competitive advantage through 
digital transformation.

For over 30 years we’ve empowered 
our customers to work smarter 
and run their businesses more 

relationships in the public and 
private sectors.

Together, we combine the 
technology, expertise and services 
to release value at every stage 
of the IT lifecycle, enabling 
organisations to transform and 
accelerate.

We’re in IT together.

Our Firewall health check comprises of 
four stages:

1. Firewall device health 

This an in-depth look into the device inspecting, CPU, 
memory and performance. Are your unused interfaces 
disabled or shutdown and labelled? Should your external 

dynamically is this authenticated?

2. Feature utilisation 

This investigates if your Firewall features are working as 
they should. They identify which versions are being run and 
if they are up to date or if its support has expired. Do you 
know when your last upgrade happened? If not, then your 
organisation is vulnerable.

3. 

Here we will create a roadmap and market direction around 
perimeter security. As the world is changing and the 

locations, increased remote users, SaaS applications and 

adoption means that what is required from your traditional 
network security device is continually expanding. 

Firewall vendors are constantly innovating to keep instep 
with these new challenges with new deployment models, 
cloud based or hosted, Gartner’s SASE model and new 

4. Monitoring, logging and backups  

Ensuring that you have appropriate measures to safeguard 
your logs and backups in a timely and secure manner. 


