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2022

IT is all about you

As a leading IT provider in the
UK, we know first hand how the
last two years have shifted the
UK's digital transformation
priorities. 

Across the UK, we've helped businesses
adapt to hybrid working, minimising loss
of revenue. We've accelerated remote
working for councils providing services to
homes, schools and hospitals. We've
digitalised patient records for the NHS,
strengthening their security posture and
supporting remote access for GPs.  

Many of us are acutely aware of
Microsoft's claim that two year's worth of
digital transformation took place in the
first two months of the pandemic in 2020. 

The digital  roadmap for a
post-pandemic world  

Looking ahead through 2022 and beyond,

we know that digital transformation will

continue to be drive the modern

workplace. But what are the key trends

that will make an impact?

This report looks at the top technology

predictions from the worldwide analyst

sector, including Gartner and Forrester

and includes recommendations to

accelerate your digital roadmap for a post-

pandemic world. 
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KEY ANALYST TRENDS 

TECHNOLOGY TRENDS TO
WATCH IN 2022 AND
BEYOND

Trend 1 

Cybersecurity: In SASE We Trust 

Trend 2

Modern workplace: Equipping The Hybrid Workforce

Trend 3

The Future of AI

Trend 4

Internet of Things Strikes Back?
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TREND 1
IN SASE 

WE TRUST 
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Kicking off with a trend that has been
riding the waves for a few years, is
SASE. An essential element of digital
transformation, it stands for secure
access service edge, SASE
(pronounced “sassy”). Devised by
Gartner back in 2019, here we look at
why it is more relevant now than ever. 

SASE in a post-pandemic world

Every organisation is data-driven and
dependent on data. This makes data part of the
currency of the internet market and an
extremely valuable resource that needs
effective security.

Like it or not, the pandemic sped up the
adoption of many digital transformation
projects, but balancing growth and security
was not always at the top of the shopping list.
This period also saw a rapid development in
the sophisticated targeting, tactics, and
resourcing deployed by cybercriminals. 

By 2025, at least 60% of
enterprises will have explicit
strategies and timelines for
SASE adoption encompassing
user, branch and edge access,
up from 10% in 2020.
Gartner 2021
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Network vs Security

Breaking down the barriers between
security and networking is SASE

Networking functions have pushed ahead with
supporting remote workforces during the pandemic. On
the other side of the coin, cybersecurity teams have
been working overtime to patch up any weaknesses in
the cyber armour hybrid working may have uncovered.  
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Forrester: 7 pillars of zero trust 

Quick wins for Zero Trust

By opting for a Zero Trust Network Access (ZTNA) strategy will remedy this. ZTNA platforms lock down
internal resources and require real-time verification of every user and device to every protected application. It
replaces traditional remote access solutions where the VPN are terminated in your on-premises datacentre. 

A recent Cisco investment report stated that all organisations (98%) see clear and defined benefits of SASE,
with ZTNA as their top spending priority for almost half (42%).  

Clearly a Zero Trust strategy should be on everyone's 2022 digital roadmap, and for good reason. 

Whether your motivation for employing a ZTNA, is to improve your organisation's security posture, improving
end-user experience or productivity, a 'boundaryless' modern security strategy can begin with some quick wins. 

 
Visibility and analytics

Workforce Security
 

Network

 
Automation and 
orchestration

  
Device security

 
Visibility and analytics

 
Workload

FUELLED BY THE GROWING

NUMBER OF CYBER ATTACKS AND

THE SHIFT TO REMOTE WORKING,

ZERO TRUST HAS EMERGED FROM

THE ASHES. 

Stay alert with a 'never trust, always verify' approach 

Cybercriminals have become experts at engineering sophisticated
attacks by tricking employees into clicking on malicious links that
initiate attacks. 

According to Gartner, currently, 85% of data breaches involve a human element, so the question is how do you
teach your employees not to take the bait? 
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Education

Advise employees as much
as possible about the risks so
they stay alert. Remind them
not to click on a suspicious
link in emails or do not
respond to communications
from people that you don’t
know.

Multi-authenticator

Installing at least two forms of
authentication – for most products
these days two-step verification is
pretty much built-in. But you’d be
surprised that not every
organisation uses this mechanism
to protect themselves. 

Patching

Another part is patching up all
your devices as soon as
possible, so that means all
mobiles or laptops, desktops,
servers, firewalls or switches.
Anything on the network
should be patched and
secured. 

At Trustmarque, we are working closely with our key vendors (Checkpoint, Palo Alto
Networks, Forcepoint, Sophos, TrendMicro and more) to bring the most relevant SASE
solutions to our customers. Our in-house experts have years of experience working with
organisations across all sectors and with long-standing relationships with the leading
cyber security providers making us the perfect partner to concentrate and consolidate
your cyber security assets.

Three Steps Closer to Zero Trust Network Access

"Most clients are already on ZTE/SASE
journey whether they know it or not.
We’re concentrating on helping our
clients look beyond point solutions into
a platform approach that delivers both,
better security for modern and complex
business requirements as well as more
effective at blocking the threats
targeting those environments."”

James Holton, Cyber Security Lead,
Trustmarque
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As COVID-19 took hold, workers down-
tooled at their usual office
environments and de-camped to their
living rooms and studies. Getting to
grips with the “you’re on mute”
salutation was one thing, but many
organisations were not equipped to
support the mass office exodus. Nor
had they installed the online platforms
to make that happen. 

Heading back to headquarters?

According to a recent 2021 report by the Office of
National Statistics into the future of homeworking,
the majority of UK homeworkers, supported a
hybrid working pattern. Of working adults currently
homeworking, 85% wanted to use a "hybrid"
approach of both home and office working in
future. 

However, there was some uncertainty among
businesses, with 32% stating they were not sure
what proportion of the workforce will be working
from their usual place of work.

 

 
 
 

Hybrid working is here to stay

In  light of  this, in September 2021, the UK
government announced proposals to allow all
UK employees to request a flexible working
arrangement from their first day with a new
employer. 

In 2022 and beyond, we will be expecting to see
companies up and down the country rubber-
stamping flexible working, and maybe even
incentivising in-office time for team
collaboration. 

How to harness the 
 flex-appeal of log-on-
anywhere culture. 
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77% of UK employees
want a mix of face-to-
face and remote
working.

PwC Hopes and Fears Survey



The Challenge

There’s no question that a hybrid model comes
with more challenges than a fully remote
workforce approach.  Remote employees with
unreliable access and poor security lead to
soaring help desk calls. 

If you’re organisation is one of the 71% looking to
embrace hybrid working, then creating a safe and
secure environment as part of your return to work
programme is vital.

Investing in strategic-
remote first technology
will be crucial in 2022
and beyond.

A Team(s) effort

The remote worker influx of the last 20 months
has seen Microsoft push through radical
changes to their Teams collaboration platform.
And it should come as no surprise that at the
end of April 2021, Microsoft Teams reached a 
 staggering 145 million daily active users (see
chart below). 

The office isn't over

You may be faced with employees who miss
the office culture and feel as though their
professional visibility has been negatively
impacted by working from their homes. And on
the flip side, you probably also have employees
who relish WFH and want to continue to do so.

So how do you strike the balance? On the next
page, we break down the biggest IT challenges
and how you can get out ahead of them.
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UK's remote workers
will represent 52% of
the total workforce
in 2022.
Gartner 2021



Viva the Revolution: Microsoft Viva is

an integrated employee experience

platform built on top of Microsoft

Teams and developed to help your

organisation let your people be their

best and thrive in this new working

reality. A tool which is intuitive enough

to help you block out focus time and

work more healthily, avoiding burnout.

Safe as houses: Striking a better work

life balance is one thing, but with more

freedom comes more opportunities for

cyber security weak spots to be

exposed.  According to Gartner, by

2024, at least 40% of all remote access

usage will be served predominantly by

zero trust network access (ZTNA), up

from less than 5% at the end of 2020. 

Public Cloud and SaaS: In response to
concerns about cloud and SaaS related
to the working-from-home trend,
companies are upping the ante in
security measures. According to a study
by Cybersecurity Insiders, 90% of
respondents reported plans for new
cloud-based security systems, and 82%
intended to make new investments in
on-premise security.

Two-thirds of companies are developing a
hybrid work model where people spend only
part of the time in the office.
CIPD

 

Hybrid Hardware: Logging on from
home requires the right equipment
and  the hybrid workforce will
continue to increase the demand for
PCs and tablets. In 2021, PC and
tablet shipments will exceed 500
million units for the first time in
history, highlighting the demand
across both business and consumer
markets. 

Our key areas for investment to support a hybrid workforce
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In our 2019 analyst round up report, we discussed how Forrester Research predicted that 2020 would be the
year when companies “become laser-focused on AI value, accelerate adoption, learn through mistakes,
overcome data issues and embrace new talent realities.” 

Now, in 2022, Forrester expects demand for responsible AI solutions to double as interest extends beyond
highly regulated industries to all enterprises using AI.    In summary, we will still be experiencing the rise and
rise of AI, and in particular in these areas:

How to successfully ride the next wave of AI

Expect traditional businesses to
adopt this AI-first approach to
platform and digital
transformation. The more “AI
inside,” the more enterprises can
shrink the latency between
insights, decisions, and results.

Some organisations are using AI
principles to evolve fairness and
transparency into consistent
practices. Demand for AI
solutions will extend to other
businesses looking to use AI for
critical business operations.

In the year that South Africa
granted a first patent to a creative
AI system, this seminal step
toward the legal recognition and
protection of products created by
AI will encourage further
innovation in creative AI.

Embedded AI Responsible AI Creative AI

Recap on AI

Artificial intelligence is the simulation of human
intelligence processes by machines, especially
computer systems. Specific applications of AI include
expert systems, natural language processing, speech
recognition and machine vision.

17
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Many computer science experts
believe that, in this century,
machines will be able to do most
tasks better  than humans.

AI for the present and the future

Looking ahead to the next few years, Gartner
expects that by 2025, 70% of organisations will
have operationalised AI architectures due to the
rapid maturity of AI orchestration initiatives. 

It is safe to say that for the majority of
organisations, continuously delivering and
integrating AI solutions within enterprise
applications and business workflows is a complex
afterthought.  

“On average, it takes about eight months to get an
AI-based model integrated within a business
workflow and for it to deliver tangible value,” says
Shubhangi Vashisht, Senior Principal Analyst,
Gartner. “However, to reduce AI project failures,
organisations must efficiently operationalise their
AI architectures.”

Is AI really everywhere? 

In reality, AI has been around for a long time, and it
is unlikely that robots will make humans obsolete
in the workplace any time soon. 

But there's no denying that AI is happening all
around us. It touches on everything from our
search engine results, to our online shopping
habits, to the way we date. 

World Economic Forum 
Positive AI Economic Futures 2021

Research by PwC shows that 45% of total economic
gains by 2030 will come from product
enhancements, stimulating consumer demand. This
is because AI will drive greater product variety, with
increased personalisation, attractiveness and
affordability over time.

What's next for AI?

AI innovation is no longer confined to the world of
tech, its impact and reach has already started to
extend further. According to Forbes, we're already
seeing developments in the following sectors across
the globe:

Healthcare: AI can use predictive diagnostics based
on NHS patient data, cutting waiting time and
getting patients the care they  need quicker. 

Transport: Consumer benefits from developments in  
self-driven vehicles and autonomous navigation, but
we may also see AI improving manufacturing
processes. 

Cybersecurity: AI and machine learning will be
critical tools in identifying and predicting threats in
cybersecurity. 

E-Commerce: AI will continue to drive e-commerce,
including through the use of chat-bots, shopper
personalisation, image-based targeting advertising,
and warehouse and inventory automation.

Recruitment: AI will continue to make recruiters'
lives easier by scanning applications before they
reach HR. 
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Internet of Things (IoT) is among the
most-hyped technologies that has
been reshaping the way companies and
consumers operate for sometime. The
buzz around IoT makes it an essential
topic for strategy leaders seeking to
stay on top of emerging trends and to
navigate digital transformations. 

Internet of Things or Internet of
Threats?

In December 2021, the UK Government set out
their intention to continue to invest in the UK's
technology and cyber sector. 

The National Cyber Strategy 2022 priorities are
clear. Internet of Things and technologies used in
consumer, enterprise, industrial and physical
environments such as connected places continues
to grow in importance. 

But this has come at a time when IoT devices are
on the hit list of most cybercriminals due to their
weak passwords and access to private networks. 

The world-wide
government IoT
endpoint electronics
and communications
market will total $21.3
billion in 2022 (a 22%
increase from a
forecasted total of
$17.5 billion in 2021).

Gartner 2021

When merging the fabric of
your virtual and physical worlds
can attract unwelcome interest.
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Cyber criminals have switched their attention to
consumer vulnerabilities as we use more and more
devices in our daily lives. More data is being shared
than ever before across devices in the home or in
public places. 

Not only is the volume significant, it is also
extremely sensitive. Compounded by the fact that
more people than ever before are logging onto their
employer's network from their own homes. This has
in turn lead to  more opportunities for all that data
to be compromised. 

Recent legislation 

To mitigate against the increased threats on
consumer connected devices or IoT devices, the UK
government introduced the Product Security and
Telecommunications Infrastructure bill (PST) in
Parliament (Dec 2021), legislation that requires IoT
manufacturers, importers, and distributors to meet
certain cybersecurity standards.

These standards will not come into play until the bill
is passed in 2023, and does not cover laptops,
smart meters or medical devices. 

 
 

Weak spots in the Internet of Things armour 

1

The PST Bill highlights three key areas of
minimum security standards:

Ban on universal password defaults, these
are often never updated by users so are very
weak and guessable.

No more faceless reporting, manufacturers
will now be required by law to provide contact
details so that end-users can report
compromises. 

Security updates and warnings, will have to
be managed by the organisation and they
must alert the end-user when these updates
cease.. 

How can you protect your workforce?

Consumer IoT devices can increase the
security challenges associated with working
remotely. Your security decision-makers
should collaborate and determine support for
employees to stay productive and safe while
working remotely.

2

3
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About Trustmarque

Taking into consideration these emerging and current workplace technology trends, you  
need  a partner who can move quickly, anticipate, innovate, and more importantly, a
partner you can trust.

At Trustmarque, we’re passionate about all areas of technology and helping our
customers to accelerate their digital transformation. 

We offer tried and tested solutions and services in these key areas and are constantly
advancing our capabilities:

• Cloud, Datacentre Infrastructure and Storage
• Modern Workplace
• Business Insights and Data Analytics
• IT Asset Management
• Cyber Security 
• Enterprise Connectivity
• Acutest 
• Managed Support
• Sourcing and Procurement
• Microsoft Volume Licensing

For over 30 years, we’ve empowered our customers to work smarter and run their
businesses more effectively, with long-standing relationships in the public and private
sectors.
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